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Introduction

he SAR Activity Review — Trends, Tips & Issues is a product of continual dialogue

and collaboration among the nation’s financial institutions, law enforcement
officials and regulatory agencies to provide meaningful information about the
preparation, use and value of Suspicious Activity Reports (SARs) and other Bank
Secrecy Act (BSA) reports filed by financial institutions.

This edition focuses primarily on foreign corruption, including identifying and
reporting on suspicious activities involving senior foreign political figures. The
Trends & Analysis section leads with an overview of corruption-related SAR filings
covering 2009 and 2010, followed by articles that take a more focused look at two
aspects of these filings.

The law enforcement cases in Section 3 demonstrate how important and valuable
BSA data is to the law enforcement community. This section highlights a case
involving foreign corruption, as well as domestic corruption cases, and illustrates
how financial institutions have assisted in identifying instances of corruption
through their BSA reporting.

In Issues & Guidance, we present two articles that discuss FiInCEN’s efforts related to
foreign corruption and regulatory expectations as they relate to foreign corruption.
We also gain valuable feedback on SAR filings from a representative of Immigration
and Customs Enforcement in A View from Miami. A representative from the
Department of Justice’s Asset Forfeiture and Money Laundering Section also shares
information on AFMLS’ priorities and initiatives, including their Kleptocracy Asset
Recovery Initiative. Finally, we close this section with information for filers in
writing effective SAR narratives.

In the Industry Forum, we get an industry viewpoint on the challenges and limitations
in identifying politically exposed persons from three financial institutions —
illustrating the similarities and differences that exist among institutions in addressing
this aspect of their compliance programs.
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You can subscribe to FinCEN Updates under “What’s New” on the FinCEN
website, www.fincen.gov, to receive notification of when The SAR Activity Review

is published. As always, we very much appreciate your feedback. Please take a
moment to fill in the form in Section 6 to let us know if the topics we have covered
are helpful to you, as well as what you would like to see covered in future editions.
The form may be forwarded to FInCEN at the email address sar.review@fincen.gov.
Please do not submit questions regarding suspicious activity reports to The SAR
Activity Review mailbox.

Barbara Bishop
Regulatory Outreach Project Officer
Financial Crimes Enforcement Network

The SAR Activity Review is possible only as a result of the extraordinary work

of many FinCEN employees and FinCEN'’s regulatory, law enforcement and
industry partners. FinCEN would also like to acknowledge the members of the
Bank Secrecy Act Advisory Group (BSAAG) SAR Activity Review Subcommittee
for their contributions to the development of this publication, particularly the
Co-chairs noted below.

Lilly Thomas
Vice President and Regulatory Counsel
Independent Community Bankers of America

Helene Schroeder
Special Counsel
Commodity Futures Trading Commission
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Section 1 — Director’s Forum

or just over a decade, FinCEN has been publishing The

SAR Activity Review — Trends, Tips & Issues as a resource
for financial professionals, regulators, and law enforcement
investigators. Our goal has always been to make the investment
that we all have in SARs more effective, more efficient, and more
valuable. This Review focuses on a topic that literally should be of
concern to most of the people in the world, and where FinCEN’s
approach continues to play a major role in combating criminal

activity: Corruption.

It is a sad truth that some degree of corruption occurs in both advanced and
emerging economies, and that this illicit “tax” steals profits and productivity from
every citizen and their respective governments. Those who hold positions of
influence and power, or, in our generic anti-money laundering parlance, Politically
Exposed Persons (PEPs), may be tempted to use their influence for personal gain.
Whether it is a simple bribe to an official, or the siphoning of millions of dollars

of oil revenue, almost all cases of corruption share a common trait: money --
sometimes in staggering amounts -- is moving.

When that money moves, FInCEN and its domestic and international network of
partners are well positioned to follow the trail. FinCEN is the informational center
of mass that attracts data from over a hundred thousand U.S. financial institutions
and over one hundred counterpart Financial Intelligence Units (FIUs) located
around the world, and we broadly share that centralized knowledge. Additional
tools such as reaching out to financial institutions through the 314(a) program
have added critical value in anti-corruption investigations. Support to individual
investigations and prosecutions related to corruption are an important part of
FinCEN’s daily work.

Financial institutions are obviously on the front line of determining who is a PEP,
what the risks are, and what transactions may involve the proceeds of corruption.
As the authors note in the following Industry Forum section, this is a challenging, but
extremely important, task. We often get questions and we attempt to provide solid
guidance on how to evaluate these potential risks. This is further discussed in the
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Issues & Guidance section. My personal experience invariably shows that financial
institutions want to do the right thing. They want to use the powerful tools at hand,
including Customer Identification Programs and customer due diligence, to provide
quality information to help in the fight against financial crime and corruption.
Several case examples are provided that demonstrate the ways that data reported

to FiInCEN by financial institutions is used. Many of the examples share a common
phrase: the case was initiated by information provided by an “alert bank.”

The Egmont Group plays a powerful role in fighting corruption through preventing,
detecting, and recovering the proceeds of this crime. International communication
between individual FIUs adds unique value. The reason is simple -- many corrupt
foreign officials will seek to launder or subsequently maintain illicit assets in
countries away from home. Depending on the depth of corruption, the home
country money trail may be entirely erased, or the accountability mechanisms
themselves compromised. Working cooperatively, FIUs can track down these

assets and share financial intelligence as lead information in the early stages of
investigations, as well as subsequently seeking to recover stolen assets.

It is in all our interests to combat foreign corruption and to deprive corrupt officials’
access to international financial markets to launder diverted funds. It is also evident
that victimized countries need the help of the United States and other foreign
governments to track down and seek to return the proceeds of corruption to their
rightful owners, the people of the country.

We hope that the information contained in this Review will add to our common base
of shared knowledge and help improve both the quality of information provided by
financial institutions and the investigatory utilization of that information.

James H. Freis, Jr.
Director
Financial Crimes Enforcement Network
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Section 2 - Trends & Analysis

his section of The SAR Activity Review - Trends, Tips & Issues contains three
related analyses of Suspicious Activity Reports filed by various industries
related to senior foreign political figures and corruption.

Summary Statistics of Corruption-Related SAR Filings provides an overview of the
characteristics of these reports. The Methodology and Explanation of Key Terms
discussed in the first article also apply to the two subsequent articles in this section.
The article SARs Filed by Depository Institutions on Politically Exposed Persons (PEPs)
focuses on the subset of reports containing the commonly used term “politically
exposed person” to determine the relationships between depository institutions
and the persons to whom they refer as PEPs. SAR Filings on Senior Foreign Political
Figures and Foreign Corruption provides a closer analysis of depository institutions
SARs and SAR-SFs related to these specific terms.

The term “politically exposed person” (PEP) is commonly-used, especially in
international fora. The term PEP is not included in FinCEN'’s regulations and
should not be confused with “senior foreign political figure.” By using the
term PEP for ease of reference, FInCEN is seeking to more effectively discuss
matters of corruption without continuous clarification of specific regulatory
obligations based on customer types and products and services offered. The
use of the term PEP in this document refers collectively to 1) the specific
enhanced due diligence obligations for private banking accounts that are
established, maintained, administered, or managed in the United States for
senior foreign political figures, and 2) the general due diligence procedures
required for all politically exposed persons, incorporated into the institution’s
anti-money laundering program as appropriate.

SAR Activity Review — Trends, Tips & Issues 5
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Summary Statistics of Corruption-Related

SAR Filings
By FinCEN’s Office of Outreach Resources

Methodology

FinCEN analysts identified activity related to possible corruption by searching for
keywords in the narratives of the depository institution Suspicious Activity Report
(SAR), Suspicious Activity Report by the Securities and Futures Industries (SAR-
SF)!, Suspicious Activity Report by Money Services Businesses (SAR-MSB), and
Suspicious Activity Report by Casinos and Card Clubs (SAR-C) filings between
January 1, 2009 and December 31, 2010.

Explanation of Key Terms

Analysts searched narratives for the following terms: “senior foreign political
figure?,” “foreign corruption,” “politically exposed person,” “PEP,” “kleptocrat,”
and “kleptocracy.” Analysts screened the resulting filings from this search to
eliminate false hits and references to the terms as part of a legal disclaimer. False
hits fell into two categories: the search term was used as part of a phrase or business
name unrelated to its meaning in this study (“pep rally”), or the term was used

in a negative sense to indicate that certain activity was not occurring (i.e., the filer
searched to see if the subject was a PEP and found no such evidence.) All figures
presented in this Trends & Analysis section are exclusive of these types of filings.

Please note with respect to the discussion below that the number of subjects reported
in SARs may not indicate the number of SARs filed, and that the number of SARs filed
may not indicate the number of separate incidents reported. When a number is given
on subjects originating from a specific state, for example, this number could represent
ten financial institutions filing on ten different subjects or a single institution filing one
SAR on ten subjects. Five filings may reflect for example the reporting of five separate
incidents, or could represent the filing of SARs every 90 days on continuing activity.

1. SAR-SF filings include any related filings by insurance companies during the period for this study.

2. In BSA regulations, the term “senior foreign political figure” includes a current or former senior
official of a foreign government or of a major foreign political party and a current or former senior
executive of a foreign government-owned commercial enterprise. It also includes a corporation,
business, or other entity that has been formed by, or for the benefit of, any such individual, the
immediate family members of any such individual, and any person widely or publicly known, or
actually known by the covered financial institution to be a close associate of any such individual.
See 31 CF R. § 1010.605(p).
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Findings

Descriptions of Reported Activities in SAR Narratives

Narratives of 1,294 discrete SARs contained one or more of the keywords. Filers
used the terms “Politically Exposed Person” or “PEP” in 90.4%, “foreign corruption”
in 9.6%, and “senior foreign political figure” in 5.0% of these filings. No filers used
the terms “kleptocracy” or “kleptocrat.”

Table 1: SARs Containing Key Terms

SAR SAR-SF | SAR-MSB Total
Politically Exposed Person/PEP 1,094 68 8 1,170
Foreign Corruption 114 10 0 124
Senior Foreign Political Figure 58 7 0 65
Any term above? 1,201 85 8 1,294

Top Filing Institutions

Depository Institution SAR

A total of 164 unique depository institutions® filed SARs with one or more of the key
terms in the narrative section. The top 5 of the 164 filers submitted 394 SARs, with
each of these institutions submitting over 50 SARs.

Table 2: Top Depository Institution SAR Filers

SARs filed # of institutions

51 + 5 Top 5 SAR Filers | Number Filed

41 -50 2 Filer A 134
31-40 3 Filer B 72
21-30 3 Filer C 64
11-20 9 Filer D 63
4-10 35 Filer E 61
1-3 107

3. Several SAR narratives contained more than one of the terms. SARs with narratives containing
more than one term are counted only once.

4. Asidentified by Filer Employer Identification Number/Social Security Number.

SAR Activity Review — Trends, Tips & Issues 7
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SAR-SF

A total of 23 unique institutions, either those in the securities and futures industries

or insurance industry, filed the 85 SAR-SFs. The top 3 SAR-SF filers submitted 39
forms, with each institution filing at least 11 SAR-SFs.

Table 3: Top SAR-SF Filers

SAR-SFs filed | # of institutions
11+ 3 Top 3 SAR-SF Filers | Number Filed
4-10 6 Filer A 15
1-3 14 Filer B 13
Filer C 11
SAR-MSB

A total of 5 unique money services businesses filed SAR-MSBs with the key terms.

Table 4: SAR-MSB Filers

All MSB-SAR Filers Number Filed

Filer A

Filer B

Filer C

Filer D

Filer E

= 1= INININ

Total SAR Filings by Month

Graph 1 indicates the number of SARs filed in 2009 and 2010.
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Graph 2 shows filing dates only for depository institution SARs and SAR-SFs with
narratives that contain the term “foreign corruption.” This graph demonstrates

a rise in filings after February 2010. Note that the U. S. Senate Permanent
Subcommittee on Investigations published its staff report, Keeping Foreign Corruption
Out of the United States: Four Case Histories® on February 4, 2010. FinCEN Director
Freis testified before the Subcommittee at a hearing discussing that report.¢

Graph 2
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Institutions are required to file a SAR not later than 30 calendar days after the date
of initial detection of facts that may constitute a basis for its filing. If no subject is

identified on the date of such initial detection, an institution may delay filing for an
additional 30 calendar days.

6. See http://www.fincen.gov/news_room/testimony/html1/20100204.html
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Table 5 shows quartiles for the number of days between the date when suspicious
activity began” and date the institution filed the SAR.

Table 5: Activity versus Reporting Dates

SAR SAR-SF SAR-MSB
First Quartile 109 78 21
Second Quartile 224 306 87
Third Quartile 576 720 435
Minimum 0 5 0
Maximum 4,186 2,712 964

Subject Location

Filers reported subject addresses located in 125 countries including the United
States. Within the United States, institutions reported subject addresses in 44 states,
the District of Columbia and Puerto Rico.

Table 6: Subject Address Locations

Top 10 Locations?® Subject Count
New York 156
Florida 138
California 127
Texas 85
Virginia 64
Maryland 44
Michigan 42
District of Columbia 33
New Jersey 28
Illinois 19
Georgia 19

7. Asreported in Part III, Field 33, in the depository institution SAR, Part II, Field 21 in the SAR-SF,
and Part II, Field 16 in the SAR-MSB.

8. Illinois and Georgia tied for 10" with 19 subjects reported.
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Dollar Amounts Involved in Reported Activities

Institutions reported a wide range of total dollar amounts involved in reported
activities. Note that the dollar amounts presented here cannot necessarily be
attributed to foreign corruption or to specific actors. For example, an institution
may have reported on activities that involved a total of $10 million, of which a single
$1,000 transaction involved a politically exposed person. Furthermore, some SARs
reported ongoing activity described in a previous SAR within the data; the amount
reported on the most recent SAR would reflect both new activity amounts and
amounts also reported on the older SAR(s). Finally, some SAR filers did not include
a dollar amount of the suspicious activity.’

Table 7: Suspicious Activity Dollar Amounts

Total dollar amounts involved SAR SAR-SF SAR-MSB
$0-$5,000.00 33 5 2
$5,000.01 — $100,000.00 383 17 4
$100,000.01 - $500,000.00 341 19 2
$500,000.01 - $1,000,000.00 111 4 -
$1,000,000.01 - $10,000,000.00 211 28 —
$10,000,000.01 - $50,000,00.00 52 7 -
$50,000,000.01 - $100,000,000.00 12 2 -
$100,000,000.01 and over 28 3 -
Amount left blank 30 - -

Suspicious Activity Characterizations

Depository Institution SAR

Of the 1,201 SARs filed by depository institutions in the two-year study period,
1,103 (91.84%) listed “Bank Secrecy Act/Structuring/Money Laundering” as a
characterization of suspicious activity. For the period April 1, 1996 through June
30, 2010, BSA/Structuring/Money Laundering was selected in 46.39% of all filings
by depository institutions.”” One-hundred ninety-seven SARs (16.40%) listed the
characterization “Other,” as compared to 9.50% of all depository institution filings
for the period April 1, 1996 through June 30, 2010. Within this group, “Other” was

9. PartIlI, Field 34 in the depository institution SAR, Part II, Field 22 in the SAR-SF, and Part II, Field

17 in the SAR-MSB.

10. See The SAR Activity Review — By The Numbers Issue 15 (January 2011)

http://www.fincen.gov/news_room/rp/files/sar_by_numb_15.pdf.

SAR Activity Review — Trends, Tips & Issues
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the only characterization checked in 77 SARs. Common descriptions of this activity
included variations on the following: unusual/suspicious wire activity, negative

information found, and unlicensed currency exchange."

Table 8: Suspicious Activity Characterizations Reported in

Depository Institution SARS

Characterization of Suspicious Activity — Number of Percentage
Part Ill, Field 35 Occurrences
Bank Secrecy Act/Structuring/Money Laundering 1,103 91.84%
Bribery/Gratuity 10 .83%
Check Fraud 2 A7%
Commercial Loan Fraud 2 A7%
Computer Intrusion 1 .08%
Counterfeit Instrument (other) 1 .08%
Credit Card Fraud 4 .33%
Defalcation/Embezzlement 7 .58%
False Statement 10 .83%
Misuse of Position or Self Dealing 7 .59%
Mortgage Loan Fraud 3 .25%
Wire Transfer Fraud 14 1.17%
Other 197 16.40%
Terrorist Financing 7 .58%
Identity Theft 1 .08%
Characterization left blank 4 .33%

SAR-SF

Of the 85 SAR-SF filings, 43 (50.59%) listed “Money Laundering/Structuring” as the
type of suspicious activity. This characterization was listed in 15.47% of all filings
on this form for the period of January 1, 2003 through June 30, 2010. Forty SAR-SFs
(46.06%) listed “Significant wire or other transactions,” as compared to only 8.18%

of the filings for the period of January 1, 2003 through June 30, 2010.

11. Note that filers may mark multiple types of suspicious activity in one SAR. Therefore, the number
of activities may exceed the number of filings and total percentages for all characterizations may

exceed 100%.

12
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Table 9: Suspicious Activity Characterizations Reported

in SAR-SFs'?

Type of Suspicious Activity Part Il — Field 30 Number of Percentage
Occurrences

Bribery/gratuity 3 3.53%
Embezzlement/theft 2 2.35%
Insider trading 2 2.35%
Market manipulation 2 2.35%
Money laundering/Structuring 43 50.59%
Securities fraud 3 3.53%
Significant wire or other transactions without 40 47.06%
economic purpose

Suspicious documents or ID presented 8 9.41%
Wire fraud 2 2.35%
Other 27 31.76%
Type of suspicious activity left blank 1 1.18%

SAR-MSB™

Table 10: Suspicious Activity Characterizations

Reported in SAR-MSBs'*
Category of Suspicious Activity Part Il — Field 18 Number of
Occurrences
Money laundering 4
Other 4
(blank) 1

12. Ibid.
13. Ibid.
14. Ibid.
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SARs Filed by Depository Institutions on

Politically Exposed Persons (PEPs)
By FinCEN’s Office of Outreach Resources

This article focuses solely on depository institution SARs filed in 2009 and 2010
with narratives that contained either “politically exposed person” or “PEP,” a
subset of data identified in the previous article, Summary Statistics of Corruption-
Related SAR Filings.

SAR SAR-SF SAR-MSB Total
PEP/Politically Exposed Person 1,094 68 8 1,170
Foreign Corruption 114 10 0 124
Senior Foreign Political Figure 58 7 0 65
Any term above 1,201 85 8 1,294

The predominant use by depository institutions of “politically exposed person”
(1,094 SARs) over “senior foreign political figure” (58 SARs) is particularly notable,
because only the latter term is defined in FinCEN’s regulations. This statistic may
not be surprising, however, given the use of the former term in international fora
and, perhaps more importantly, its use by vendors of commercial lists. In this
article, we more closely analyze the relationships between depository institutions
and the persons to whom they refer as PEPs. To this end, FinCEN analysts selected
a random sample of 300 SARs from among the group of 1,094 for closer review.

Customers

Depository institutions used the term “politically exposed person” or “PEP” in
reference to their own customer in roughly half of the 300 SARs. The filings within
this group largely tell three different stories.

The majority of SAR filings appeared to report on activities of customers the
financial institution knew to be politically exposed persons.

In about two dozen SARs, the financial institution reported that an investigation,
internet research or a search of a commercial database revealed the name of a
politically exposed person which matched that of the customer; however, the
institution was either unable to confirm whether the customer was in fact the PEP, or

14 SAR Activity Review — Trends, Tips & Issues
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believed that the hit was false based on other identifying information. Some of these
narratives listed the PEP match among many possible hits for the individual within
a database. In a handful of SARs, the narratives did not specify whether and how
the financial institution resolved the potential PEP designation of its customer.

There were about 20 filings in which the financial institution appeared to learn

that its customer may be a politically exposed person during the course of an
investigation. A few of these specifically stated that the account would be considered
a PEP account or identified for enhanced monitoring. These SARs highlighted the
utility of the investigation process as a point at which a financial institution may
obtain information that would lead to the classification of a customer as a PEP,
especially when the information was not otherwise known through the financial
institution’s account opening procedures or ongoing risk-based monitoring.

Product lines used by PEP customers

Narratives noted PEP customers using a variety of account products, including
personal checking, business checking, money market, and personal savings. While
some of these may have been private banking accounts®, only a handful of SARs
affirmatively noted that the financial institution was filing on a PEP customer for
whom it maintained a private banking relationship. The article A Compilation of
FinCEN'’s Anti-Money-Related Regulatory Efforts in the Issues & Guidance section
includes a discussion of the regulatory requirements for private banking accounts.

Counterparties to transactions with customers

Depository institutions used the term “politically exposed person” or “PEP” in
reference to the counterparties of transactions with their customer in about a third

of the SARs. Most of these SARs identified the counterparty as a match or possible
match to a PEP found through internet research or listed in a commercial database,
generally discovered during an investigation into the suspicious activity. This PEP
match was often one of among many possible matches for the individual noted in the

15. A “private banking account” is defined in 31 CFR 1010.605(m) as an account (or any combination
of accounts) maintained at a covered financial institution that: (1) requires a minimum aggregate
deposit of funds or other assets of not less than $1,000,000; (2) is established on behalf of or for the
benefit of one or more non-U.S. persons who are direct or beneficial owners of the account; and (3)
is assigned to, or is administered or managed by, in whole or in part, an officer, employee, or agent
of a covered financial institution acting as a liaison between the covered financial institution and
the direct or beneficial owner of the account.

SAR Activity Review — Trends, Tips & Issues 15
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narrative, and the individual was often involved in only one of many transactions
with the customer. The filer initiated these investigations due to a variety of reasons,
among them large incoming wire transfers from countries designated as high risk by
the financial institution, and unusual cash deposits/structuring.

There were about a dozen SARs in which it appears that the financial institution
was alerted to the suspicious activity through searches for the PEP counterparty
following media coverage of potential corruption.

Correspondent banking

Approximately one sixth of the reports within the sample, filed by 16 unique
depository institutions, used the term “PEP” in reference to activity occurring

in correspondent accounts maintained for foreign financial institutions. These
referenced the PEP status or possible PEP status of both the customer of the
correspondent bank (the customer’s customer), and counterparties to these
transactions. In several instances, it appears that the financial institution’s search for
the specific PEP within their correspondent account activity led to the identification
of suspicious activity.

SAR Filings on Senior Foreign Political

Figures and Foreign Corruption
By FinCEN’s Office of Outreach Resources

This article focuses on the subset of filings whose narratives contained the term “senior
foreign political figure” or “foreign corruption.” Because these terms appeared in

a relatively small number of filings, analysts were able to examine every SAR that
contained either term. For this article, we treat SARs using these two terms as two
different groups of filings; SARs that contained both terms are included in both groups.

SAR SAR-SF | SAR-MSB Total
PEP/Politically Exposed Person 1,094 68 8 1170
Foreign Corruption 114 10 0 124
Senior Foreign Political Figure 58 7 0 65
Any term above 1,201 85 8 1,294
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Filing institution’s relationship to involved parties

Within the SARs which contained only the term “foreign corruption,” analysts
identified the actor(s) who could be most closely characterized as a senior foreign
political figure or PEP, or the entity most likely to be under the control of the senior
foreign political figure or PEP. Such identified actors were the customers of the filing
institution in 40 SARs within the “foreign corruption” group, and non-customer
counterparties to a transaction in 51 SARs. The corresponding numbers for the
“senior foreign political figures” group were 35 filings and 24 filings, respectively.

Where these actors were natural persons, about half could be considered politically
exposed persons due to a position they held when or prior to the time the SAR

was filed, and the other half through a relationship to a family member or a close
association to a senior foreign political figure or PEP.

Twenty-two SARs (17.7%) referenced correspondent banking in the “foreign
corruption” group, as did two filings in the “senior foreign political figure” group.
Similar to filings containing the term “politically exposed person,” very little activity
was affirmatively attributed to private banking.

Accountholder addresses

Analysts also examined narratives to determine the residential or other location

of the financial institution’s customer (but not necessarily the PEP). Within the
“foreign corruption” group, 72 filings (58.1%) described a customer living in the
United States, while 35 SARs (28.2%) reflected either a customer living abroad or
foreign-based wire counterparties or customers of correspondent banks. In the
“senior foreign political figure” group, 36 SARs (55.4%) noted a customer living in
the United States and 24 SARs (36.9%) indicated either a customer living abroad or
foreign-based wire counterparties or customers of correspondent banks.

Foreign Corrupt Practices Act

In both the “foreign corruption” and “senior foreign political figure” groups, few
filers explicitly noted activity in possible violation of the Foreign Corrupt Practices
Act. A more comprehensive study of such activity would need to include more
terms relevant to this specific issue.

SAR Activity Review — Trends, Tips & Issues 17
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Shell Entities

Analysts identified 24 SARs (19.3%) in the “foreign corruption” group and 6 (9.2%)
in the “senior foreign political figures” group in which the filer reported that it
suspected that shell entities played a role in the suspicious activity.

The SAR narratives did not usually specify whether a named company was an
operational entity engaged in business activities, unless the filer explicitly noted this
not to be the case; filers did not tend to state that a company was suspected or known
to be operational, which could reflect either that they did not have this information or
that they did not find it noteworthy in a description of suspicious activity.

Conclusion

Taken together, the preceding three articles can provide a foundation for discussions
on regulatory expectations related to politically exposed persons. Summary Statistics
of Corruption-Related SAR Filings offers a summary of the SAR filings based on the
fixed fields on the forms, including the number of filing institutions using specific
terms, the characterizations of suspicious activity, subject locations, and the dollar
amounts involved. These statistics illuminate the scope of issues discussed in more
detail later in this edition.

SAREs Filed by Depository Institutions on Politically Exposed Persons and SAR Filings on
Senior Foreign Political Figures and Foreign Corruption focus on the financial products
used by politically exposed persons, as well as on how the filer learned that parties
involved in suspicious activity might be PEPs. Such information is useful for
discussions of regulatory expectations of risk-based approaches to the identification
and monitoring of PEP customers.
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Section 3 — Law Enforcement Cases

his section of The SAR Activity Review affords law enforcement agencies the

opportunity to summarize investigations where BSA information played an
important role in the successful investigation and prosecution of criminal activity.
This issue contains new case examples from Federal and local law enforcement
agencies. Additional law enforcement cases can be found on the FinCEN website
under the link to Investigations Assisted by BSA Data. This site is updated
periodically with new cases of interest.

Contributing editors: Shawn Braszo, Vanessa Morales, James Emery, Nivine Hanna, and
Jack Cunniff.

In this edition of The SAR Activity Review, we include cases where public officials
either pleaded guilty or were convicted at trial on corruption charges or other
illegal activity. Our first case involves foreign corruption, while the rest focus

on individuals in a position of public trust in the United States who abused their
position for personal gain, or otherwise engaged in criminal acts. The defendants
range from local elected officials, to State and Federal employees, and employees
of public utilities. The common feature of these investigations is that BSA records,
particularly SARs, played a significant role in the successful investigation and
prosecution of the defendants, and illustrate how financial institutions have
assisted in identifying instances of both foreign and domestic corruption through
their BSA reporting. Oftentimes, it was the existence of requirements under the
BSA, especially the reporting requirements for large currency transactions, which
caused the defendants to alter their behavior and trigger additional scrutiny by
financial institutions.

SAR Leads to Recovery of Funds Derived From
Foreign Corruption

An alert financial institution, upon learning of negative information on potential
clients, filed a SAR and notified Federal law enforcement officials of its findings.
The ensuing investigation revealed that several subjects conducted a complex
series of transactions, over a period of several years, using the proceeds of foreign
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corruption. Many of those transactions were funneled through the United States’
financial system. Ultimately, Federal officials seized and forfeited criminal proceeds
valued at more than $100 million.

The investigation centered on the circumstances surrounding a foreign civil case
in which the judge found for the plaintiff and ordered the defendant to pay the
plaintiff (and heirs) the U.S. equivalent of half a billion dollars. Soon after the
judgment in the civil case, law enforcement commenced an investigation into
the possibility that the decision in the civil case was the result of a bribe, worth
tens of millions of dollars, paid to the judge through a group of attorneys. This
investigation led to the arrest of several individuals involved in the civil case,
including the plaintiff’s heir, the judge and the attorneys. The judge and the
attorneys were convicted of bribery.

During the 10-year period over which the suspicious activity was occurring, a
financial advisor, working in conjunction with other heirs of the plaintiff, engaged in
a conspiracy to launder millions of dollars derived from the bribery scheme. After
the bribery scandal broke, the advisor helped set up corporate and trust structures
to conceal large portions of the public corruption proceeds. The evidence revealed
that the advisor set up discretionary common law trusts, with the plaintiff’s family
members named as beneficiaries, leading to the creation of shell companies and
other entities to hold the assets for the trusts. A significant portion of the public
corruption proceeds were then moved through these entities to or through bank
and investment accounts located in the United States. The advisor was listed as

a signatory to accounts held in the names of companies that he created to hold

the stolen funds — which were assets of the trusts he controlled to conceal the true
beneficial owner of the funds.

Through the cooperative efforts of U.S. and foreign investigators, the funds were
traced through a vast array of accounts in multiple jurisdictions and through
corporate and trust structures. Investigators were able to establish links between the
bribery proceeds and numerous bank and brokerage accounts located on the East
and West coasts of the United States, which were ultimately seized.

Eventually, all family heirs associated with the theft were arrested, pleaded guilty, and
were sentenced to prison. The financial advisor was arrested. U.S. authorities became
involved when some of the heirs attempted to open accounts in the United States.
Through the use of BSA data, especially SARs, and investigative information provided
by foreign authorities, investigators identified approximately 2 dozen accounts in the
United States that contained the proceeds of the fraud and bribery scheme.
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Proactive SAR Review Leads to the Arrest of Army Officer
and Recovery of Iraqi War Funds

A U.S. military officer used his official position to steal currency designated for war
use, transferred the funds to the United States, and then spent that money on personal
items. When the defendant conducted transactions with the stolen currency at
financial institutions, those transactions triggered anti-money laundering detection
protocols. The resulting SAR led to a quick arrest and recovery of the stolen currency.

This is an example where the underlying crime went undetected, but where BSA
reporting requirements resulted in the identification of transactions involving the
fruits of the crime. The facts of the case stated that for a period of almost 2 years, the
defendant was deployed to Iraq and was responsible for making monthly payments
in U.S. currency, derived from an emergency relief program, to Iraqi nationals. At
any one time, the defendant had nearly $300,000 in cash locked in a safe.

During his deployment, the defendant stole nearly $700,000 of the funds, which
consisted of newly issued $100 bills. The defendant then forwarded the currency to
his home address before returning from Iraq. After returning home, the defendant
opened accounts at several different depository institutions and began to deposit the
stolen currency into the accounts. In a 3-month period, the defendant made numerous
currency deposits on consecutive days or the same day for less than $10,000. In all, the
defendant deposited more than $350,000 in stolen currency into the accounts.

With the stolen money in the accounts, the defendant proceeded to purchase
cashier’s checks for tens of thousands of dollars. The defendant used the checks
to purchase expensive vehicles, electronics, computers, furniture, and handguns.
Eventually a financial institution filed a SAR on some of the transactions. Of
note, the SAR described a series of cash deposits on consecutive days or on nearly
consecutive days where the source of the funds could not be determined and the
aggregate amount exceeded reporting requirements.

An IRS agent conducted a proactive review of SARs and opened an investigation.
Within a few months, agents executed a search warrant and found approximately
$300,000 in currency at the defendant’s residence. The currency was still in the
original wrappers from the Bureau of Engraving and Printing. Agents also seized
around $50,000 from bank accounts and approximately $100,000 in investment
accounts. Investigators, through either seizures or asset recovery, accounted for
nearly all the stolen money.

A federal jury sentenced the defendant to several years in prison for structuring of
financial transactions, theft of government property, and money laundering.
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Casino Currency Transaction Reports Help Track Funds
Embezzled from a Public Utility

A man with a compulsive gambling addiction embezzled millions of dollars from
a public utility and lived the life of a “high roller” for several years before being
caught. The defendant established several shell corporations to bilk a county for
water well capacity rights.

As part of the investigation, investigators queried the BSA database and discovered
more than 100 Casino CTR filings on the defendant. The records, which were filed
over a period of 2 %2 years, included transactions in amounts of more than $70,000
and helped investigators determine the disposition of the stolen funds.

The defendant admitted to a scheme in which he created dummy companies with
corresponding bank accounts and falsified documents for the companies’ sales to
the county of bogus water well capacity rights. The stolen money was from a water
utility fund comprised of payments received from thousands of ratepayers and
developers. The defendant gambled away most of the stolen money at local casinos
where he enjoyed the perks of a high roller.

In a news release, the district attorney said that upon being alerted last year of the
embezzlement, he and a sheriff’s detective began working to freeze the defendant’s
bank accounts and search his home. Investigators found a stash of nearly $8,000 in a
suitcase in the defendant’s home.

Ajudge sentenced the defendant to 10 to 30 years in prison and ordered him to pay
more than $2 million in restitution.
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Suspicious Activity Report Lead to Arrest and Conviction of
U.S. Government Employee for Embezzlement

In a case initiated from a SAR review team, a Federal government accountant
pleaded guilty to theft of public money and money laundering. The case began
when an alert bank noticed several unusual transactions, including large cash
payments to credit card accounts. Activity in one account at the bank, ostensibly
a business account, appeared suspicious, because the only deposits were U. S.
Treasury checks, most of the debits were for currency, and there was no apparent
business activity.

Abank filed a SAR on the defendant indicating structuring and unusual transactions
involving the subject’s business. The SAR narrative revealed cash payments made to
two credit card accounts of approximately $8,000 each, but the balances on the cards
were less than $200. The bank reported several check deposits into the business
account, with almost all of the withdrawals consisting of currency. In addition, the
bank found no signs of checks drawn on the business account for business expenses.

The bank also noted that some of the cash withdrawals appeared to occur at casinos.
The defendant received cash advances at casinos and sent some of those payments
back to credit card accounts. Casinos filed more than 80 Currency Transaction
Reports on the defendant beginning around the time the defendant began his
embezzlement. In addition, a casino filed a SAR on the defendant for cashing nearly
$6,000 worth of checks in a month with no subsequent buy-ins or rated play.

The defendant confessed to creating a fictitious business along with creating more
than a dozen government refund payment vouchers made payable to his business
entity and directing the checks to be deposited into accounts of that entity. The
defendant pleaded guilty to money laundering related to the financial transactions
involving funds that were derived from the embezzlement.

A federal judge sentenced the defendant to more than 3 years in federal prison without
parole. The court also ordered him to pay approxima