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This advisory provides financial institutions with information
concerning Informal Value Transfer Systems (IVTS).

The purpose of thisadvisory isto educatethefinancial community about IV TSby:

1) explainingtheoperationof IVTS;

2) describing how financia ingtitutionsmay beusedinthe VTS process; and

3) identifying how the Bank Secrecy Act, asamended by the USA PATRIOT
Act, regulates| VTS operators.

What isIVTS?

An“informal vauetransfer system” refersto any system, mechanism, or network of
peopl ethat receives money for the purpose of making thefundsor an equivalent
valuepayableto athird party in another geographic location, whether or not inthe
sameform. Thetransfersgenerally take place outside of the conventional banking
system through non-bank financid ingtitutionsor other businessentitieswhose
primary businessactivity may not bethetransmission of money. ThelVTS
transactionsoccas ondly interconnect with formal banking systems (for example,
through the use of bank accountsheld by the IV TS operator.)*

IVTS, including so-called alternative remittance and underground banking systems,
pre-date western banking systems and existed asfar back as5800 BC. The
systemswereestablished originaly onthe Indian subcontinent inAsiaasameans of
settling accountswithinvillages. Their useasgloba networksfor financial
transactions spread as expatriatesfrom the original countries settled abroad. Today,
IVTSoperationsarefound in most countries. Depending ontheethnic group, IVTS
arecdled by avariety of namesincluding, for example, “hawada’ (Middlie East,
Afghanistan, Pakigtan); “hundi” (India); “fei ch’ien” (China); “phoekuan” (Thailand);
and“Black Market Peso Exchange” (South America)?.

Individuasor groupsengaged inoperating IV TSmay do so onafull time, part-
time, or ad hoc basis. They may work independently, or aspart of amulti-person

1From the Report on Money Laundering Typologies 2002-2003, Financial Action Task Force (FATF)

on Money Laundering
2 Reference FinCEN Advisories Number 9 and Number 12 on Black Market Peso Exchange, http://
www.fincen.gov



network. IVTSarebased ontrust. Historically, operatorshave not, asagenera
rule, misappropriated the funds entrusted to them.

Section 359 of the USA PATRIOT Act expanded the definition of “financial
ingtitution” toinclude not only alicensed sender of money but any other person
who engagesasabusinessin thetransmission of funds, including any personwho
engagesasabusinessinaninforma money transfer system or any network of
peoplewho engage asabusinessin facilitating thetransfer of money domestically
or internationally outsidethe conventiond financia ingtitution system.® Any
individua or group of peopleengaged in conducting, controlling, directing or
owning aninformal valuetransfer systeminthe United Statesisoperating asa
financial indtitution. Therefore, IV TSoperatorsmust comply withal Bank
Secrecy Act (BSA) requirements, which include establishment of an anti-money
laundering (AML) program’, regisiration with the Financia CrimesEnforcement
Network (FinCEN) asamoney servicesbusiness’, and compliancewiththe
record keeping and reporting requirements, which includefiling suspiciousactivity
reports (SARS)®.

Useof IVTS

IVTSareutilized by avariety of individuass, businesses, and even governmentsto
remit fundsdomestically and abroad. ExpatriatesandimmigrantsoftenuselVTS
to send money back to their familiesand friendsin their home countries. IVTS
operationsare a so used by | egitimate companies, traders, and government
agenciesneeding to conduct businessin countrieswith no or inadequate formal
financid systems.

Insomecountries, IV TS-typenetworksoperatein parallel withformal financia
ingtitutionsor asasubstitute or dternativefor them. United Statescitizens,
persons(legdly orillegdly) resdinginthiscountry fromforeign countries, and
individualsliving in other nationsmay prefer or needtouseVTSinlieu of formal
financial ingtitutionsfor variousreasonsasdescribed bel ow:

m thepolitica ingtability, inadequate payment systems, and/or an unstable
financia sector that exist withinacountry;

m alackof easily bleforma financid institutionsin remote areas of
Somecountries;

3See31 U.S.C.5312(8)(2)(R)

4 See 31 CFR 103.125

5 See 31 USC 5330 and 31 CFR 103.41. The registration requirement applies only to principals of
such businesses, and not to their agents.

6 See 31 CFR 103.20



m trandfersthat aremoreefficient, reliable, and chesper than forma financia
ingtitutions. (For example, awiretransfer of fundsusing banksinvolves
feescharged to the sender and receiver, may takefromtwoto seven
daysto complete, and may bedelayed or lost. Funds moved through
IVTSareavailablewithin 24 hours, with minimal or nofeeschargedto
the participants.);

m toavoid paying higher foreign exchangerates. (Funds sent through
traditional transfersare converted to the currency of therecipient’s
country; thefee charged for exchangerate conversionisset by the
ingtitution. 1V TS operators, who speculatein currency exchangerates,
chargelower fees);

m toavoid currency reporting controls. (TheUnited States, along with
many foreign governments, hasestablished currency reporting
requirementsfor financia ingtitutions. Some expatriatesand citizens
distrust governmentsand wish to circumvent any reporting of their
financid activities);

= toavoid paying taxes; or

= toensureanonymity sincetheremay beminimal or norecords
maintained; in other words, no paper trail exigts.

Because | VTS provides security, anonymity, and versatility to the user, the
systemscan bevery attractivefor misuseby criminals. Recent law enforcement
investigationshave shown direct linksbetween crimina € ementsand the use of
IV TS mechanismsfor the purpose of moving and launderingillicit proceeds’. In
addition, law enforcement officialsin Indiaand other countrieshaveidentified
terrorist organizationsthat frequently utilize IV TSto moveterrorist funds. The
vulnerability of IVTSinmoving money on behdf of crimina organizations, aswell
astheir potential misuseby terrorist organizations, poseasubstantial investigative
challengetothe U.S. law enforcement community. If thelVTSoperator, likeany
other financia ingtitution, failsto comply withthe BSA requirements, it becomesa
“weak link” and thereforeinvitesillicit proceedsand terrorist money intothe U.S.
financia system. Despitesuch vulnerabilities, it should bestressed that IVTS
operations, which arein compliancewith the BSA regulations, canand do
providelegitimate servicesto many customerswho customarily prefer to use
thesetypesof financial servicesproviders.

" See Treasury/FinCEN Report to Congress in Accordance with Section 359 of the USA PATRIOT
Act, http://www.fincen.gov



IVTS Operations

Twotypesof IVTSexist—atraditiona systemwith similar characteristicsand
operationslikethose used centuries ago; and amodern or contemporary system
that frequently intersectswith customersand accountsin forma financia
ingtitutions. The processmay bevery smpleor quite complex, depending onthe
IVTStype.

Traditional IVTS

Inabasicortraditional I VT Stransaction (such ashawala), four participantsare
required: asender of thefunds, arecipient of thefunds, and IV TS operatorsin
therespective countriesof the sender and recipient. Thefollowing exercise
demonstratesan exampleof abasic IV TStransfer whereanindividua (#1) in
Country A wantsto send money to anindividua (#2) in Country B.

Step One: Individual #1 givescurrency toan VTS operator in
Country A.

Sep Two: ThelVTSoperator in Country A providesIndividual #1
withacode or other identification mechanism.

StepThree:  ThelVTSoperator in Country A notifieshiscounterpartin
Country B by phone, fax, or e-mail of thetransaction
amount to pay Individual #2 and the code.

Step Four: Individual #1 contactstheintended recipient, I ndividual
#2,in Country B and providesthe codeto that person.

Step Five: Individual #2 goesto the VTS operator in Country B,
givesthe appropriate code, and picksup the specified
fundssent to him.



Thefollowing diagramillustratesthisbasic IV TS operation:

ThelVTSoperator chargesaflat fee, acommission, or may aternatively, orin
addition, profit fromtheexchangeratedifferential betweentheofficial andthe
black market price of U.S. dollarsin Country B.

No money isactualy transferred. ThelVTSoperator in Country A usesthe
money received from sendersto” stock” hiscash supply for usein future payments
for incoming requeststo him. Thesituationisreversedin Country B wherethe
VTS operator’scashisgenerated from sendersin hiscountry. Account settling
may be accomplished through other methodssuch as: the physical transfer of
currency across borders between operatorsby couriers; the use of the
accumulated currency to purchase easily moveable commodities, which arethen
exported, subsequently sold, and the cash generated from the saleisprovided to
thesecond IV TS operator; as payment for goodsto be traded; by smuggling or
trading gold and preciousgems, i.e., diamondsor tanzanite; or throughinvoice
manipulation (overcharging or undercharging for goodsor services).

Modernized IVTS

A modernized or contemporary I VT Soperation ofteninvolvesthe use of
traditional financial institutionslike banksto completetheprocess. A business
owner may offer IVTSservicesaspart of acashintensivebusinesslikea
convenience store, grocery store, restaurant, import/export company, travel
agency, etc. Inaddition to conducting hisroutine bus ness, the owner accepts
money from his“clients’ for transfer toindividual sin other countries. Thebusiness



owner may not belicensed by the state to operate asamoney transmitter and/or
may not beregistered asamoney servicesbusiness (M SB) with FInCEN.

Theinitia processissimilar toatraditiona 1V TStransfer in that stepsonethrough
fivearefollowed. Theprofitstothe operator aresimilar. However, the account
settlement processdiffers. Themoney received fromthelV TS operationisco-
mingled with thefunds generated from the regular businessand depositedintoa
commercial or persona account at thelocal bank. After aperiod of time, during
whichfundsfrom multiple VT Stransactionsaccumul ate, the business owner
sendsawiretransfer from hisaccount directly tothe VTS operator in Country B
for themoniesowed for themultipleVTStransactions. An aternative may be
that thefundsarewiredfirst to accountsestablishedinfinancial ingtitutionsin VTS
hub regions[e.g., United Arab Emirates (U.A.E.), London, New York, or Hong
Kong]. Thefundsareultimately providedtothelVTSoperator in Country B by
either asubsequent wiretransfer to an account at the operator’sbank or the
money may bewithdrawn and physically delivered tothe operator.

Another method of account settlement involvesfunds deposited and accumul ated
inthel VTS operator’sbank account inthe United States. After aperiod of time,
negotiableinstruments (e.g., cashier'schecksor money orders) are purchased with
fundswithdrawn from thedomestic account. Thenegotiableinsrumentsare
subsequently smuggled abroad to foreign counterpart IV TS operatorsto settle
their accounts. Fundsfrom the negotiableinstrumentsmay also serveasdirect
paymentsto the beneficiary.

Law enforcement investigations have shown themgjority of IV TS casesdetected
intheUnited Statesinvolvetheuse of forma financial ingtitutionsto movefundsas
part of the settlement process between IV TS operators, asillustrated bel ow.




A Case Sudy —Useof Cash Intensive Businessesin Ethnic Communitiesto
FacilitateVTSActivity

U.S. law enforcement effortsidentified an organi zation that provided unlicensed
remittance servicesfor nationalsof another country residing in the United States.
Numerous bus nesseswithin the ethnic community, including restaurants, travel
agencies, and other miscellaneous stores, collected money fromindividuas
wishing to send funds back home. A small feewascharged for thetransfer
services and each sender was provided with acodeto provideto the beneficiary.
TheU.S. IVTSoperator then tel ephoned and faxed all of thetransaction orders
tothel VTS operator located intheforeign country. The beneficiariesof the
transferswere paid beforethe actual settlement of fundsoccurred. Meanwhile,
an agent for the organi zation coll ected the cash from thevarious stores. Severa
individua swere enlisted to convert the bulk cash to money ordersand other
negotiableinstruments. Cash depositswere aso structured into nominee
accountsmaintained at local banks. Checkswerethenissued fromthose
accounts. [Financia ingtitutionsthat recognized the structured and suspicious
activity subsequently filed SuspiciousActivity Reports(SARs) to FINCEN.] The
money ordersand checkswere provided to courierswho physically smuggled the
instrumentstothel VTS operator intheforeign country wheretheinstruments
were negotiated through correspondent accounts maintained by aU.S. bank.
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For additional caserelated patternsinvolving IV TSand thereationship tofinancia
institutionsaccounts, refer to The U.S. Treasury Department/FinCEN Report to
CongressinAccordance with Section 359 of the USA PATRIOT Act, http://
www.fincen.gov.

IVTS-Related Transactions and Other Activity Conducted
Within Financial Institutions

Asdtated previoudy, IV TS operatorsoffer avaluable servicefor certain segments
of the population and many operatorscomply withthe BSA requirements. The
above case study relateshow afinancia ingtitutionmay beusedinan VTS
process. Someof thetypesof transactionsand other activitiesindicative of
modern or contemporary |V TS operationsare provided below. Takenindividualy,
thetransactionsor other activitiesdo not necessarily equateto IVTS. However,
combinationsof transactionsor activitiesshould raisethelevel of concern about
potential IVTS connections. Also, notethat thefollowing typesof transactions
apply not only to IVTS, but other suspicious banking activity aswell. These
transactionsand other activitieswere observed inthe IV TS operations examined
for the Treasury/FinCEN Report to Congress.

Transactions

* Transactionsare conducted contrary to the expected profile of abusinessentity
or cusomer including:

m  suddenand/or unexplained deposits of cash for abusinessthat previoudy
had few or minimal cash deposits;

= frequent financial transactionsin comparison with those of other samescale
bus nesses|ocated and operating inthe same areg;

m |argeand/or mixed depositsof cash and monetary instruments;

m periodic aggregatewiretransferssenttoIVTShubregions(e.g., UAE;
London; New York; Hong Kong).

*  Freguent, large cash shipmentsare completed that exceed thenorm for asmall
busi ness operation.



Structured cash depositsare made and subsequently followed by
internationa wiretransfers. Thewiretransfersmay beimmediateand
completed daily or funds may accumulate in one or more accountsover a
period of time, then wired abroad.

Frequent deposits or negotiation of third party checks, many drawn on out-
of-state banks, are conducted. Thevolume of check depositsisincons stent
with the expected volume or the anti cipated type of transactionsfor the bank
customer.

Structured cash purchases of monetary instruments, including money orders
or bank checks, made payableto the sameindividual or entity, arefrequently
completed.

Daily or every few days, structured cash depositsare made to personal or
businessaccounts, immediately followed by automated (ACH) debitsto
international money transmitters.

Currency that appearsstructured isdeposited into personal or business
account(s), followed by withdrawal s of funds used to purchase negotiable
ingruments.

Monetary instruments|acking payee/payor information are presented.
Unusual codes, markings, and/or stampsnot indigenousto typical banking
practices appear on theface or back of theinstruments.

Negotiableinstrumentsthat were clearly purchased in bulk and/or
consecutive order (e.g., sequentially numbered and purchased at same
branch location) and are made payableto acommon beneficiary are
negotiated.

Purchases of negotiableinstrumentsappear structured to circumvent federa
recording and reporting requirements.

Transactionsarediscovered that involveunusual businesstrade connections
for thebank customer (e.g., small scale auto partsdealer sending aggregate
wiretransfersto apreciousmetal dealer or agricultural importer).

Account activity involvesonly cash or monetary instrument depositsfollowed
by one-way wiretransfers, especialy to IV TShub locations.



OtherActivities

¢ Bank customer makesincriminating statementsindicating transactionsare
conducted on behalf of third partieswho wish to send money to OFAC
blocked countries.

¢ Theindtitution discoversacustomer maintainsseparate client recordsfor no
apparent businessor legal purpose.

¢ Theingtitution discoversacustomer isgenerating unusua commission-based
revenuespossibly linkedto IV TSactivities(Note: Criminalsmay becharged
higher feesby IVTS operators.)

Regulating VT SintheUnited States

Asindicated earlier, the USA PATRIOT Act expanded the definition of “financial
ingtitution” toinclude VTS operators. Assuch, they now must comply with all
BSA regigtration, recordkeeping, reporting and AML program requirements.

“Money transmitting” occurswhen fundsaretransferred on behalf of the public by
any and al meansincluding, but not limited to, transferswithin the United Statesor
tolocations abroad by wire, check, draft, facsmile, or courier. Section 5330 of
the BSA and FinCEN'’simplementing regulationsrequireal money transmitting
bus nesses (but not their agents) to register with FINCEN. Theobligationto
register restswith the personswho own or control the money transmitting business.
Section 1960 of Title 18 makesit afelony to operate an unlicensed money
transmitting business.® A money transmitter that conductsbusinesswithout an
appropriate money-transmitting licensein astate where such operation without a
licenseispunishable asamisdemeanor or afelony isan unlicensed money
transmitter evenif thetransmitter did not know the operation required licensing or
that the operation wasacrime. Additionaly, amoney transmitting businessthat
fallstoregister with FinCEN asan M SB, isoperating asan unlicensed money
transmitter. Penatiesfor operating anillegal money transmitting businessesinclude
civil and crimind fines, imprisonment for not morethan fiveyears, or both.

What to do:

A financia ingtitution that knowsor suspectsthat acustomer isoperating asan
illegal money transmitter should fileaSARto FINCEN. A depository ingtitution
should check the® Other” box in Part 111, Line 35(s) on Form TD F 90-22.47 and

8 See 18 U.S.C.1960
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notetheabbreviation“IVTS’ inthe spacefollowing thebox. Also, thenarrative
shouldincludean explanation why the depository institution suspects or hasreason
to suspect that the customer isoperating asanillegal money transmitter. Other
typesof financia ingtitutionsrequired tofile SARs should check the® Other” box in
the" Typeof SuspiciousActivity” sectionontheir gppropriate SAR form, notethe
abbreviation“IVTS’ inthe spacefollowing the* Other” box, and providean
explanation why thefinancia ingtitution suspects or hasreason to suspect the
customer isoperating asanillega money tranamitter.
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Director

FinCEN Advisory isa product of the Financial Crimes Enforcement Network,
Department of the Treasury, Post Office Box 39, Vienna, Virginia 22183.

For more information about FinCEN's programs, visit the FinCEN web site at
http://mmw.fincen.gov. General questions or comments regarding FinCEN publications should
be addressed to the Office of Communications, FinCEN, (703) 905-3773.
Information may also be faxed to (703) 905-3885.
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