BILLING CODE: 4810-02
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31 CFR Part 103
RIN 1506-AB01
Financial Crimes Enforcement Network; Notice of Proposed Rulemaking; Cross-
Border Electronic Transmittals of Funds
AGENCY: Financial Crimes Enforcement Network (FINCEN), Treasury.
ACTION: Notice of proposed rulemaking.
SUMMARY: FIinCEN, a bureau of the Department of the Treasury (Treasury), to further
its efforts against money laundering and terrorist financing, and as required by 31 U.S.C.
8 5318(n), is proposing to issue regulations that would require certain banks and money
transmitters to report to FinCEN transmittal orders associated with certain cross-border
electronic transmittals of funds (CBETFs). FinCEN is also proposing to require an
annual filing with FInCEN by all banks of a list of taxpayer identification numbers of
accountholders who transmitted or received a CBETF.
DATES: Written comments are welcome and must be received on or before [INSERT
DATE 90 DAYS AFTER DATE OF PUBLICATION IN THE FEDERAL REGISTER]
[See the Compliance Date heading of the Supplementary Information for further dates.]
ADDRESSES: Those submitting comments are encouraged to do so via the Internet.
Comments submitted via the Internet may be submitted at
http://lwww.regulations.gov/search/index.jsp with the caption in the body of the text,
“Attention: Cross-Border Electronic Transmittals of Funds.” Comments may also be

submitted by written mail to: Financial Crimes Enforcement Network, Department of the



Treasury, P.O. Box 39, Vienna, VA 22183, Attention: Cross-Border Electronic
Transmittals of Funds. Please submit your comments by one method only. All
comments submitted in response to this notice of proposed rulemaking will become a
matter of public record, therefore, you should submit only information that will be
available publicly.

Instructions: Comments may be inspected, between 10 a.m. and 4 p.m., in the
FIinCEN reading room in Vienna, VA. Persons wishing to inspect the comments
submitted must obtain in advance an appointment with the Disclosure Officer by
telephoning (703) 905-5034 (not a toll free call). In general, FINCEN will make all
comments publicly available by posting them on
http://www.regulations.gov/search/index.jsp.

FOR FURTHER INFORMATION CONTACT: The FinCEN regulatory helpline at
(800) 949-2732 and select Option 3.

SUPPLEMENTARY INFORMATION:

l. Statutory Provisions

The Bank Secrecy Act (BSA) (Pub. L. 91-508, codified at 12 U.S.C. 8§ 1829b
and 1951-1959, and 31 U.S.C. 88§ 5311-5314 and 8§88 5316-5332) authorizes the Secretary
of the Treasury (Secretary) to require financial institutions to keep records and file
reports that the Secretary determines have a high degree of usefulness in criminal, tax, or
regulatory investigations or proceedings, or in intelligence or counterintelligence matters
to protect against international terrorism. The authority of the Secretary to administer the
BSA has been delegated to the Director of FinCEN. The BSA was amended by the

Annunzio-Wylie Anti-Money Laundering Act of 1992 (Pub. L. 102-550) (Annunzio-



Wylie). Annunzio-Wylie authorizes the Secretary and the Board of Governors of the
Federal Reserve System (the Board) to jointly issue regulations requiring insured banks
to maintain records of domestic funds transfers.* In addition, Annunzio-Wylie authorizes
the Secretary and the Board to jointly issue regulations requiring insured banks and
certain nonbank financial institutions to maintain records of international funds transfers
and transmittals of funds.> Annunzio-Wylie requires the Secretary and the Board, in
issuing regulations for international funds transfers and transmittals of funds, to consider
the usefulness of the records in criminal, tax, or regulatory investigations or proceedings,
and the effect of the regulations on the cost and efficiency of the payments system.*

The Intelligence Reform and Terrorism Prevention Act of 2004 (Pub. L. 108-458)
amended the BSA to require the Secretary to prescribe regulations “requiring such
financial institutions as the Secretary determines to be appropriate to report to the
Financial Crimes Enforcement Network certain cross-border electronic transmittals of
funds, if the Secretary determines that reporting of such transmittals is reasonably
necessary to conduct the efforts of the Secretary against money laundering and terrorist
financing.”

1. Background Information
A. Current Regulations Regarding Funds Transfers
On January 3, 1995, FinCEN and the Board jointly issued a rule that requires

banks and nonbank financial institutions to collect and retain information on certain funds

112 U.S.C. 1829b(b)(2) (2006). Treasury has independent authority to issue regulations requiring nonbank
financial institutions to maintain records of domestic transmittals of funds.
212 U.S.C. 1829b(b)(3) (2006).
3
Id.



transfers and transmittals of funds (Funds Transfer Rule).* At the same time, FinCEN
issued the “travel rule,” which requires banks and nonbank financial institutions to
include certain information on funds transfers and transmittals of funds to other banks or
nonbank financial institutions.’

The recordkeeping and travel rules provide uniform recordkeeping and transmittal
requirements for financial institutions and are intended to help law enforcement and
regulatory authorities detect, investigate, and prosecute money laundering and other
financial crimes by preserving an information trail about persons sending and receiving
funds through the funds transfer system.

Under the “travel rule,” a financial institution acting as the transmittor’s financial
institution must obtain and include in the transmittal order the following information on
transmittals of funds of $3,000 or more: (a) name and, if the payment is ordered from an
account, the account number of the transmittor; (b) the address of the transmittor; (c) the
amount of the transmittal order; (d) the execution date of the transmittal order; (e) the
identity of the recipient’s financial institution; (f) as many of the following items as are
received with the transmittal order: the name and address of the recipient, the account
number of the recipient, and any other specific identifier of the recipient; and (g) either
the name and address or the numerical identifier of the transmittor’s financial institution.
A financial institution acting as an intermediary financial institution must include in its
respective transmittal order the same data points listed above, if received from the

sender.®

%31 CFR 103.33(e) (2009) (Recordkeeping requirements for banks); 31 CFR 103.33(f) (2009)
(Recordkeeping requirements for nonbank financial institutions).
®31 CFR 103.33(g) (2009).

®31 CFR 103.33(g)(1)-(2) (2009).



Furthermore, under the recordkeeping rule, of the information listed above, a
financial institution must retain the following data points for transmittals of funds of
$3,000 or more:

o If acting as a transmittor’s financial institution, either the original,

microfilmed, copied, or electronic record of the information received, or
the following data points: (a) the name and address of the transmittor; (b)
the amount of the transmittal order; (c) the execution date of the
transmittal order; (d) any payment instructions received from the
transmittor with the transmittal order; (e) the identity of the recipient’s
financial institution; (f) as many of the following items as are received
with the transmittal order: the name and address of the recipient, the
account number of the recipient, and any other specific identifier of the
recipient; and (g) if the transmittor’s financial institution is a nonbank
financial institution, any form relating to the transmittal of funds that is
completed or signed by the person placing the transmittal order.’

. If acting as an intermediary financial institution, or a recipient financial
institution, either the original, microfilmed, copied, or electronic record of
the received transmittal order.®

The recordkeeping rule requires that the data be retrievable and available upon
request to FINCEN, to law enforcement, and to regulators to whom FinCEN has delegated
BSA compliance examination authority. A broad range of government agencies regularly

compel under their respective authorities (e.g., subpoena or warrant) financial institutions

731 CFR 103.33(e)(1)(i), (H(L)(i) (2009).
831 CFR 103.33(e)(1)(ii)-(iii), (H(L)(ii)-(iii) (2009).



to provide information maintained pursuant to the recordkeeping rule, albeit in ad hoc
and sometimes inconsistent and overlapping ways, depending upon the agency or
investigator.

B. FATF Special Recommendation VII

Shortly after the attacks of September 11, 2001, the Financial Action Task Force
(the FATF)® adopted several special recommendations designed to stem the financing of
terrorism. Special Recommendation VII (SR VII) was developed with the objective of
preventing terrorists and other criminals from having unfettered access to wire transfers
for moving their funds and detecting such misuse when it occurs.®

The FATF in adopting SR VII found that, “due to the potential terrorist financing
threat posed by small wire transfers, countries should aim for the ability to trace all wire
transfers and should minimize thresholds taking into account the risk of driving
transactions underground.” The interpretive note to Special Recommendation VI goes
on to say that countries may adopt a de minimis standard of $1,000, below which
countries could exempt institutions from reporting or maintaining records.

C. 9/11 Commission and Section 6302

On November 27, 2002, President Bush signed legislation creating the National
Commission on Terrorist Attacks Upon the United States (9/11 Commission) (Pub. L.
107-306), which was directed to investigate the “facts and circumstances relating to the

terrorist attacks of September 11, 2001,” including those involving intelligence agencies,

® The FATF is a 36-member inter-governmental policy-making body with the purpose of establishing
international standards, and developing and promoting policies, both at national and international levels, to
combat money laundering and terrorist financing. See generally http://www.fatf-gafi.org. The United
States is a member of the FATF.

19 Revised Interpretative Note to Special Recommendation VI1: Wire Transfers, FATF (Feb. 29, 2008),
http://www.fatf-gafi.org/dataoecd/16/34/40268416.pdf.
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law enforcement agencies, diplomacy, immigration issues and border control, the flow of
assets to terrorist organizations, and the role of congressional oversight and resource
allocation.'! To fulfill its mandate, the 9/11 Commission reviewed over 2.5 million
pages of documents, conducted interviews of some 1,200 individuals in ten countries, and
held 19 days of public hearings featuring testimony from 160 witnesses.

In conducting its review, the 9/11 Commission focused a significant amount of
inquiry into the financial transactions undertaken by the 19 hijackers and their associates.
The Commission estimated that $400,000 - $500,000 was used to support the execution
of the attacks of September 11, 2001.** The Commission noted that the transactions were
not inherently suspicious and the low volumes of the transactions would not have raised
alarm at the financial institutions processing the transactions. The Commission also
noted that no suspicious activity reports (SARs) were filed on these transactions prior to
the attacks of September 11, 2001."* The Commission determined that the current
reporting and recordkeeping requirements contained in the BSA were insufficient to
detect terrorist financing because of the inability of financial institutions to use typical
money laundering typologies to detect terrorist financing transactions.**

The 9/11 Commission, through its final report and the August 23, 2004 testimony
of its Vice-Chairman,™ noted that vigorous efforts to track terrorist financing must

remain front and center in U.S. counterterrorism efforts. The Commission also found that

' The Final Report of the National Commission on Terrorist Attacks Upon the United States (9/11
Commission Report) (July 22, 2004 ), http://www.9-11commission.gov/report/911Report.pdf.

2 1d. at 169.

Id. at 528 n. 116.

14 See National Commission on Terrorist Attacks Upon the United States, Terrorist Financing Staff
Monograph, 54-58 (2004).

159/11 Commission at 382 (Testimony provided by Mr. Lee Hamilton, Vice-Chairman).



““terrorists have shown considerable creativity in their methods for moving money.”*®

Expanding upon this point in his August 23, 2004 testimony, 9/11 Commission Vice-
Chairman Hamilton stated: “While we have spent significant resources examining the
ways al Qaeda raised and moved money, we are under no illusions that the next attack
will use similar methods. As the government has moved to close financial vulnerabilities
and loopholes, al Qaeda adapts. We must continually examine our system for loopholes
that al Qaeda can exploit, and close them as they are uncovered. This will require
constant efforts on the part of this Committee, working with the financial industry, their
regulators and the law enforcement and intelligence community.”

In response to the findings of the 9/11 Commission, Congress passed the
Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA),*” which was signed
into law on December 17, 2004, by President Bush. IRTPA encourages the sharing of
information across intelligence agencies, protects the civil liberties and privacy of
individuals, and provides processes through which intelligence agencies can obtain
additional intelligence necessary to protect the United States and its citizens.
Specifically, section 6302, codified under 31 U.S.C. § 5318(n), requires that the Secretary
study the feasibility of “requiring such financial institutions as the Secretary determines
to be appropriate to report to [FINCEN] certain cross-border electronic transmittals of
funds, if the Secretary determines that reporting of such transmittals is reasonably

necessary to conduct the efforts of the Secretary against money laundering and terrorist

1°1d. at 383.
Y pub. L. 108-458, 118 Stat. 3638 (2004).



financing.” The law further requires that the regulations be prescribed in final form
“before the end of the 3-year period beginning on the date of enactment of the [Act].”*®

Although no particular provision of IRTPA on its own would have prevented the
attacks of September 11, 2001, together these provisions are designed to close the loop-
holes that would allow future attacks of a similar design. For example, of the $400,000
to $500,000 used to fund the September 11, 2001 attacks, an estimated $130,000 was
received by CBETFs sent from supporters overseas. Several of those transactions were
above the $3000 reporting threshold and involved a transmittor or recipient who was
either an active target of an investigation at the time the transfer was made, or could have
been recognized as a person of interest under the new IRTPA intelligence sharing

provisions.

D. Feasibility of a Cross-Border Electronic Funds Transfer Reporting System
under the Bank Secrecy Act

Section 6302 of IRTPA requires that, prior to prescribing the contemplated
regulations, the Secretary submit a report to Congress that: (a) identified the information
in CBETFs that might be found in particular cases to be reasonably necessary to conduct
the efforts of the Secretary to identify money laundering and terrorist financing, and
outlined the criteria to be used by the Secretary to select the situations in which reporting
under this subsection may be required; (b) outlined the appropriate form, manner,
content, and frequency of filing of the reports that might be required under such
regulations; (c) identified the technology necessary for FinCEN to receive, keep, exploit,
protect the security of, and disseminate information from reports of CBETFs to law

enforcement and other entities engaged in efforts against money laundering and terrorist

1831 U.S.C. 5318(n) (2006).



financing; and (d) discussed the information security protections required by the exercise
of the Secretary's authority under such subsection. In January 2007, the Secretary
submitted the feasibility report required under Section 6302 (the “Feasibility Report”) to
the Congress.*®

FinCEN’s development of the Feasibility Report included multiple approaches.
An internal working group of employees drawn from all operational divisions of FInCEN
coordinated efforts within the organization, managed contact with external stakeholders,
hosted small workshops with law enforcement representatives, visited relevant U.S. and
foreign government and private sector organizations, surveyed industry and governmental
organizations, solicited input from private sector technology experts,”® and researched
extensively. In addition, FINCEN formed a subcommittee of the Bank Secrecy Act
Advisory Group (BSAAG)? including representatives from across the spectrum of U.S.
financial services industry members, and governmental agencies. The subcommittee did
not author or review this report, but provided expert assistance in the identification and
analysis of relevant issues, recommendations about the focus of the report, and important
contacts within the U.S. financial services industry. FINCEN also drew upon the

experience of the Australian Transaction Reports and Analysis Centre (AUSTRAC) and

19 Feasibility of a Cross-Border Electronic Funds Transfer Reporting System under the Bank Secrecy Act,
FinCEN Report to Congress dated January 17, 2007, available at
http://www.fincen.gov/news_room/rp/files/cross_border.html.

0 See Feasibility Report App. G. FinCEN Industry Survey (Notice and Request for Comment, 71 Fed.
Reg. 14289) and industry responses can be found in Appendix G of the Feasibility Report.

2l The Annunzio-Wylie Anti-Money Laundering Act of 1992 required the Secretary of the Treasury to
establish a Bank Secrecy Act Advisory Group (BSAAG) consisting of representatives from federal
regulatory and law enforcement agencies, financial institutions, and trade groups with members subject to
the requirements of the Bank Secrecy Act, 31 CFR 103 et seq. or Section 60501 of the Internal Revenue
Code of 1986. The BSAAG is the means by which the Secretary receives advice on the operations of the
Bank Secrecy Act. As chair of the BSAAG, the Director of FinCEN is responsible for ensuring that
relevant issues are placed before the BSAAG for review, analysis, and discussion. Ultimately, the BSAAG
will make policy recommendations to the Secretary on issues considered. BSAAG membership is open to
financial institutions and trade groups.

10
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the Financial Transactions Reports and Analysis Centre (FINTRAC), FInCEN’s
counterpart financial intelligence units in Australia and Canada, both of which already
collect cross border funds transfer information.*

The Feasibility Report produced a general, high-level assessment of:

o What information in a funds transfer is reasonably necessary to collect to
conduct efforts to identify money laundering and terrorist financing, and
the situations in which reporting may be required;?

. The value of such information in fulfilling FInCEN’s counter-terrorist
financing and anti-money laundering missions;*

. The form that any such reporting would take and the potential costs any
such reporting requirement would impose on financial institutions;?

. The feasibility of FInCEN receiving the reports and warehousing the data,
and the resources (technical and human) that would be needed to
implement the reporting requirement; and,

o The concerns relating to information security and privacy issues
surrounding the reports collected.?’

The Feasibility Report also identified a number of issues that policy makers were

required to consider at any stage of the implementation of the reporting requirement, such
as whether the potential value of requiring financial institutions to report information

about CBETFs outweighs the potential costs of building the technology, the costs to

%2 See Feasibility Report, at Section 3.0 — Overview.
2 3ee Id. at Section 4.0.
2% See |d. at Section 3.0.
% gee Id. at Section 5.0.
% See 1d. at Section 6.0.
%" See 1d. at Section 7.0.

11



financial institutions of implementing compliance processes, and the social costs related
to privacy and security of the information.

A significant concern for the centralization of information on CBETFs is the cost,
both to U.S. financial institutions and to the government, of implementing the reporting
requirement and building the technological systems to manage and support the reporting.
Related to these concerns are questions about the government’s ability to use such data
effectively. Another concern is the potential effect that any reporting requirement could
have on dollar-based payment systems such as: (1) a shift away from the U.S. dollar
toward other currencies (i.e., the Euro) as the basis for international financial
transactions; (2) the creation of mechanisms and facilities for clearing dollar-based
transactions outside the United States; and (3) interference with the operation of the
central payments systems. The United States has economic and national security
interests in the continued viability and vitality of dollar-based payments and these
possible outcomes must inform and guide the rulemaking process.

These issues were also pointed out by commenters in response to FINCEN’s
March 2006 survey?® regarding the reporting of CBETFs. In its response to FInCEN’s
March 2006 survey, the American Bankers Association “proposes for discussion whether
piloting a single channel specific reporting requirement and then evaluating what has
been achieved from a law enforcement perspective for what cost from an economic and
privacy basis, isn’t a preferred alternative to attempting to implement a comprehensive
definition-and-exception driven cross-border, cross-system regime.”* The Feasibility

Report concluded that there was some value to a phased implementation of a CBETF

%8 71 FR 14289 (March 21, 2006).
% Feasibility Report, App. G at 119.
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reporting system. Building on the ABA’s suggestion, the Feasibility Report proposed an
incremental development and implementation process. The pre-acquisition phase of the
process involved three parallel efforts: user requirement analysis; institutional cost
analysis; and value analysis. All three of these efforts provided vital information required
to develop detailed requirements for the proposed regulation and technological system. If
the concerns noted above or any as-yet unidentified issues would impede the project or
cause it to be infeasible, such incremental approach provides the opportunity to alter or
halt the effort before FINCEN or the U.S. financial services industry incurs significant
costs.

Based on extensive fieldwork and analysis of information and data, the Feasibility

Report concluded that:

o The information that FINCEN is seeking to be reported is reasonably
necessary to support the Secretary’s efforts to combat money laundering
and terrorist financing. Specifically, the inability to conduct proactive
analysis on the information currently recorded by banks hinders law
enforcement’s ability to identify significant relationships to active targets.

. The basic information already obtained and maintained by U.S. financial
institutions pursuant to the Funds Transfer Rule, including the $3,000
recordkeeping threshold, provides sufficient basis for meaningful data

analysis.*

% As discussed below, through understanding the processing of transactions by potential third-party
reporters, FINCEN removed the reporting threshold for banks and adjusted the reporting threshold for
money transmitters to $1,000.

13



. Any threshold should apply only to discrete transactions and not to the
aggregated total value of multiple transactions conducted very closely to
one another in time.

. Any reporting requirement should apply only to those U.S. institutions that
exchange payment instructions directly with foreign institutions. FInCEN
determined that a focused approach on those institutions that act as
intermediaries would restrict the reporting requirement to those
institutions with the systems able to process these reports and limit the
implementation costs on the industry as a whole.

o Any reporting requirement should permit institutions to report either
through a format prescribed by FInCEN, through the submission of certain
pre-existing payment messages that contain the required data, or through
an interactive online form for institutions that submit a low volume of
such reports. The filing system should accommodate automated daily
filing, periodic filing via manual upload, and discrete single report filing
on an as-needed basis.**

. The implementation of the reporting requirement described in section
6302 would be a staged process, requiring FINCEN to review and update
the requirements as necessary.

As to the determination of what type of cross-border movements of funds to

include in the first step of the staged process advocated by the Feasibility Report, the

definition of “cross-border electronic transmittal of funds” lies at the heart of a successful

% See Feasibility Report, at Section 1.0 — Executive Summary.
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implementation of the reporting requirement. The nature of the electronic funds transfer
process as it has evolved in the United States poses specific difficulties in creating a
definition that at once captures all of the nuances of the payment systems and avoids
needless complexity. Section 6302 contemplates a reporting requirement that is
coextensive with the scope of the BSA funds transfer rule (31 CFR § 103.33).
Accordingly, for the purposes of the first step of a phased approach to the cross-border
electronic transmittal of funds reporting rulemaking process (the CBETF First Stage), the
Feasibility Report focused on electronic “transmittals of funds” as defined in 31 CFR §
103.11(jj), and did not address any debit card type of transmittals, point-of-sale (POS)
systems, transaction conducted through an Automated Clearing House (ACH) process, or
Automated Teller Machine (ATM).** Furthermore, within the current regulatory
definition of “transmittals of funds,” the Feasibility Report advised concentrating for the
CBETF First Stage on those transactions involving depository institutions that exchange
transmittal orders through non-proprietary messaging systems, and all money
transmitters, and where the U.S. institution sends or receives a transmittal order directing
the transfer of funds to or from an account domiciled outside the U.S.. Refining an
appropriate regulatory definition of what transactions fall within the new reporting
requirement will implicate a number of concerns that were identified by the Feasibility
Report and should be further addressed during future studies.

As further preparation for a study of the implications and benefits of
implementing the first step of CBETF reporting, the Feasibility Report recommended the

following:

% See Feasibility Report, at Section 8.0 — Conclusions and Recommendations.
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o Engaging with partners in the law enforcement, regulatory and intelligence
communities to develop detailed user requirements to meet the most
central needs of those who access BSA data.

. Engaging in a detailed discussion with representatives of the U.S. financial
services industry, along with representatives of the major payment systems
and members of the Canadian and Australian financial services industries.
These discussions would focus on quantifying the cost the proposed
requirement would impose on reporting institutions and the potential
impact on the day-to-day operation of the payment systems.

. Engaging outside support to obtain and analyze a sizable sample of cross-
border funds transfer data and exploring means of extracting value from
the data, and identifying means to effectively and intelligently use the data
to advance efforts to combat money laundering and illicit finance.

I11.  Implications and Benefits of Cross-Border Funds Transmittal Reporting

Based on the high-level assessment and recommendations of the Feasibility

Report, FINCEN conducted an in-depth Implications and Benefits Study of Cross-Border
Funds Transmittal Reporting (the Implications and Benefits Study, or simply the Study)®
addressing the proposed first step of implementation of CBETF reporting. Significant
input into the survey of banks and MSBs that supported the Study®* was provided by

BSAAG. The Study was also supported by interviews with law enforcement and

% See generally Implications and Benefits of Cross-Border Funds Transmittal Reporting, FinCEN
Analytical Report, FInCEN (Sept. 27, 2010),
http://www.fincen.gov/news_room/rp/rulings/pdf/ImplicationsAndBenefitsOfCBFTR.pdf [hereinafter
Implications and Benefits Study].

% See Implications and Benefits Study, at App. C.
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regulatory agencies, information from foreign financial intelligence units,*® and
interviews and surveys of financial institutions.*® The Study analyzed in detail the
implications of CBETF reporting on the financial sector and the benefits to law
enforcement of having access to CBETF data to determine the known or potential uses of
CBETF data, the implications of reporting on the financial industry, and the technical
requirements for accepting reports.

A. The Known and Potential Uses of CBETF Data

As illicit actors adapt to an increasingly transparent system, they must make
additional and more complicated efforts to conceal their behavior and resort to slower,
riskier, more expensive, and more cumbersome methods of raising and moving money.
Every additional step or layer of complexity illicit actors must add to their schemes
provides new opportunities for detection, and an increased risk to those who would abuse
the financial system. The value of transparency is twofold — it deters those who would
use the financial system for illicit activity and promotes the detection of those who do so.
As governments throughout the world strive to promote transparency in the financial
system, the shortage of tools for detecting schemes that rely on these modern
technological payment systems creates a potential blind spot in our efforts to protect the
homeland and to combat financial crime.

Traditionally, experts describe three stages of money laundering:

o Placement — introducing cash into the financial system or into legitimate

commerce;

% FinCEN continued drawing upon the experience of AUSTRAC and FINTRAC, FinCEN’s counterpart
financial intelligence units in Australia and Canada, both of which already collect cross border funds
transfer information. The extensive and detailed information contributed to this effort by AUSTRAC and
FINTRAC is contained in Appendix B (Financial Intelligence Unit Letters of Support) to the Study.

% See Implications and Benefits Study, at Section 1.0 — Executive Summary.
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o Layering — separating the money from its criminal origins by passing it

through several financial transactions;

. Integration — aggregating the funds with legitimately obtained money or

providing a plausible explanation for its ownership.

The BSA reporting regime deals well with the placement stage. Some financial
institutions file Currency Transaction Reports (CTRs) when a person conducts certain
types of large currency transactions, others file Forms 8300 for large amounts of cash or
monetary instruments received in a trade or business, and travelers entering the U.S. with
more than $10,000 in currency must complete Currency and Monetary Instrument
Reports (CMIRs). However, while these three reports address placement, due to their
focus on currency-based transactions, they do not provide insights into the rapidly
developing electronic aspects of financial transactions. These reports identify the
physical movement of currency into and within the U.S. financial system. Electronic
funds transfers, by contrast, represent an entirely different mode for the movement of
money.

The SAR provides some insight into the layering and integration stages by casting
a light on transactions of any amount and type that financial institutions suspect are
related to illicit activity or that are suspicious in that they do not appear to fit a known
pattern of legitimate business activity. FINCEN has found that electronic funds transfers
feature prominently in the layering stage of money laundering activity, which is not
addressed in any of the reports currently filed if the transactions do not raise suspicions

within the financial institution. Complex electronic funds transfer schemes can
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deliberately obscure the audit trail and disguise the source and the destination of funds
involved in money laundering and illicit finance.®

In addition to addressing money laundering, the BSA requires reporting that has a
high degree of usefulness in tax proceedings, and provides the Secretary with additional
tools to prevent tax evasion. Although some models of tax evasion do follow the
placement, layering, and integration models of money laundering, many do not because
the proceeds are not illicit until after the money has been transferred overseas. The
information proposed to be reported in this rulemaking will assist the government in
preventing tax evasion and reducing the tax gap.

A reporting requirement would create a centralized database of this very basic
CBETF information in a single format and link it with other highly relevant financial
intelligence. Furthermore, this very basic information about such transfers provides both
a source of information that can provide new leads standing alone and can potentially
enhance the use and utility of current BSA data collected by FinCEN when combined
with those other data sources. Currently, the government has no ability on a national
scale to systematically and proactively target money laundering, terrorist financing, tax
evasion, and other financial crimes that are being conducted through wire transfers. By
creating a reporting structure, the government will be able to query the data by geography
and transaction value, uncovering linkages such as many people sending money to one
person outside the United States or vice versa. These types of linkages play a critical role
in the ability of the government to bring cases that it is not able to in today’s reporting
environment. Among the ways in which FInCEN and its partners can exploit this data are

individual searches for known subjects, data matching with other sources of lead

%7 See Feasibility Report, at Section 3.0 — Overview.
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information, and link analysis with other financial, law enforcement, and intelligence
reporting.*®

The study team worked with law enforcement and regulatory agencies to identify

how CBETF data would be usable for those identified purposes to demonstrate the
“reasonable necessity” of collecting CBETF data. The results of that analysis are
summarized in the Implications and Benefits Study as follows:

. Section 4.2, Business Use Case Process, describes the study team’s
approach to developing the business use cases which illustrate potential
uses of the data.

. Section 4.3, Categories of Analysis, explains how the use cases were
categorized (e.g., reactive, proactive).

o Section 4.4, Domestic Business Use Case Summary, summarizes the use
cases that the study team developed.

. Section 4.5, Use of CBETF Data by International Financial Intelligence
Units (FIUs), summarizes the use of CBETF data by FInCEN’s
counterpart FIUs in foreign countries.

o Section 4.6, Data Usability, Quality, and Prototyping, presents the results
of the study team’s analysis to validate the usability of the data with
CBETF data samples provided by the financial industry.**

From its interviews with law enforcement and regulatory agencies, the study team

developed primary impact areas, also known as “business use cases,” and identified 24

% See Feasibility Report, at Section 4.0 - Data Reasonably Necessary to Identify Illicit Finance, and also
Appendix F (Potential Analytical Value of Cross-Border Funds Transfer Report).

¥ See Implications and Benefits Study, at Section 4.0 — Benefits to Law Enforcement and Regulatory
Agencies.
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scenarios in which thirteen different federal and state law enforcement and regulatory
agencies, in addition to FinCEN, would benefit from access to CBETF data based upon
their investigative mission, current use of BSA data, or existing utilization of CBETF
data obtained from financial institutions in the primary impact areas of terrorist financing,
money laundering, tax evasion, human and drug smuggling, and regulatory oversight.*°
The results of this work demonstrate how access to CBETF data would greatly improve
both the efficiency of these agencies’ current investigations and their ability to identify
new investigative targets as well as be highly valuable in the U.S. Government’s efforts
to counter these associated crimes. The following examples are illustrative of the
representative business use cases that were developed:
o To support the FBI’s efforts in tracking and freezing terrorist assets, the
FBI’s Terrorism Financing Operations Section (TFOS) analysts conduct
sophisticated analysis, cross-referencing multiple disparate data sources,
to identify financial transactions indicative of terrorist financing. The
availability of CBETF data would significantly improve the efficiency of
FBI analysts investigating targets suspected of engaging in terrorist
financing by tracing the flow of proceeds to entities associated with
terrorist organizations. Such analysis would play a critical role in the
ability of the FBI to detect, disrupt, and dismantle terrorist financial
support networks.
. The Internal Revenue Service’s Abusive Tax Scheme Program, Offshore

Compliance Initiatives Group, conducts sophisticated analysis to

0 See Implications and Benefits Study, at Section 1.0 — Executive Summary.
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proactively identify taxpayers using offshore accounts and entities to
evade U.S. income tax. The availability of CBETF data would
significantly enhance the group’s ability to identify potential evasion by
identified taxpayers through the analysis of funds transmittals from the
United States to offshore accounts.

United States Immigration and Customs Enforcement (ICE) is establishing
Trade Transparency Units (TTUs) with critical partner jurisdictions
worldwide, in its effort to identify and eliminate customs fraud and trade-
based money laundering. These TTUs have enhanced international
cooperative investigative efforts to combat activities designed to exploit
vulnerabilities in the U.S. financial and trade systems. As formal
international financial systems become more highly regulated and
transparent, criminal entities have resorted to alternative means of
laundering illicit proceeds. Fraudulent practices in international
commerce allow criminals to launder illicit funds while avoiding taxes,
tariffs, and customs duties. To enhance combating this threat, ICE TTUs
would conduct proactive analysis of CBETF data in conjunction with
existing U. S. and foreign trade data to detect money laundering cases

involving the international movement of over- or under-valued goods.

Using FINCEN’s authority under the recordkeeping rule, FInCEN received a

limited sample of CBETF data from several large financial institutions.** Based on the

business use cases, the study group performed an analysis of the sample data. This

analysis yielded several findings:

! See 31 CFR 103.33(e) (2009) (Office of Management and Budget (OMB) Control Number 1505-0063).
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. CBETF data fields, under current recordkeeping requirements, are
sufficient to conduct the type of analyses illustrated in the business use
cases, although additional fields could add value.

. Upon implementation, CBETF data would immediately be available to
conduct the type of analyses illustrated in the business use cases.

. Having CBETF data for transactions under $3,000 would significantly
benefit the type of analysis illustrated in the business use cases.

. The quality of the data in the sample was found to be acceptable to
conduct the type of analyses illustrated in the business use cases.

A comparison of a three month limited sample of CBETF data to FInCEN cases
revealed a substantial number of instances where CBETF transactions were matched with
existing cases and/or pointed to additional investigative leads.* Based on the findings
from the Study, FInCEN has determined that the collection of CBETF data would be
“reasonably necessary” as set forth in Section 6302. This determination is based on the
value FINCEN believes this information will have in our efforts to stem money
laundering, tax evasion, and terrorist financing. FinCEN believes that a reporting
requirement provides a significant advantage to the government’s efforts in these areas
over the current recordkeeping requirement at a reasonable cost. These advantages are
based on the central premise that proactive targeting is more effective with access to a
larger dataset.

FINnCEN’s determination that a reporting requirement is reasonably necessary also

rests on the tenet that the government has greater access to information than any

*2 See Implications and Benefits Study, at Section 1.0 — Executive Summary.
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individual institution. For example, if a bank or money transmitter has a customer who
routinely transfers funds to a foreign country in amounts that, considered alone, would
not appear significant, this activity may never be reviewed. By instituting a reporting
requirement, the government will be able to observe whether this customer is conducting
similar transactions at many other institutions and, if so, can see that the person may be
avoiding detection by spreading their transactions across many market participants.
Additionally, the government has access to more information than banks and money
transmitters. While the government cannot provide the private sector access to trade and
tax databases, for example, matching information in these databases with cross-border
wire records will further prosecutions in these areas, potentially leading to recouping
revenue that may otherwise go uncollected. Lastly, the government will always have
access to classified information that cannot be shared with the private sector, and the
ability to run queries based on this information could have a significant impact on
mapping a criminal or terrorist support network.

B. Implications of CBETF Reporting to the Financial Industry

To solicit input from the financial industry on the effects of a potential CBETF
reporting requirement, FINCEN contracted with an experienced survey contractor to
gather qualitative information and quantitative data from sectors of the industry that
could be affected by the reporting requirement.** On behalf of FinCEN, the contractor
distributed the CBETF survey to 247 depository institutions and 32 money transmitters
that conduct CBETF transactions on behalf of their own customers or that act as a
correspondent bank for other financial institutions. Acting on the recommendations of

the Feasibility Report:

*% See Implications and Benefits Study, App. C. at 28 (OMB Control Number 1505-0191).
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o “Depository institutions” were defined as depository institution members
of the Society of Worldwide Interbank Financial Telecommunications
(SWIFT) user group located or doing business in the United States,
including offices or agents of non-U.S. chartered depository institutions.

. “Money transmitters” were defined as non-bank financial institutions that
were registered with FInCEN as a money transmitter on November 10,
2007 and reported at least 20 branch locations in the United States.**

Out of the group of financial institutions surveyed, 81 provided responses to FINCEN
on the implications and benefits of a potential CBETF reporting requirement based upon
the transactions currently subject to FINCEN’s recordkeeping requirement, both at the
$3,000 and zero threshold. Key findings from the survey of financial industry entities
include the following:

. Respondents expected an increase in the cost of complying with the new
reporting requirement as compared to costs under the current process of
complying with subpoenas or other legal demands under current
recordkeeping requirements.

. Respondents suggested many alternative reporting methods and
implementation approaches to reduce the potential costs of a reporting
requirement, such as reporting CBETF data weekly or monthly, having
FinCEN obtain CBETF information directly from a financial industry
entity that currently services the majority of depository institutions’

international funds transmittals such as SWIFT or some other centralized

* See Implications and Benefits Study, at Section 5.0 — Implications to the Financial Industry.
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repository, either expanding or further limiting which CBETF transactions
would need to be reported, or accepting the data in the existing format
used by financial institutions.

Respondents consider customer privacy a significant concern.
Respondents noted that the security and uses of CBETF data are also a
significant concern for financial institutions, especially the perceived ease
of accessibility of the data to law enforcement.

Respondents felt that outreach and guidance both before and after the
implementation of a reporting requirement would be critical to its effective
implementation; this would include providing clear and specific
regulations, detailed technical requirements, published guidance and
frequently asked questions, sufficient implementation time, and

coordinated testing opportunities.*®

Survey respondents were given an opportunity to provide additional input on

several topics related to a potential CBETF reporting requirement. The study team

identified several areas of importance to financial institutions. One of the most

significant suggestions received from respondents was to have FInCEN obtain CBETF

information directly from SWIFT or some other centralized repository.*°

Based on financial industry survey responses and interviews with financial

institutions and law enforcement agencies, the study team developed the following two

potential operating models, documented the uses and usability of the data, developed a

rough order of magnitude (ROM) cost for each model, and documented how to apply

** See Implications and Benefits Study, at Section 1.0 — Executive Summary.
“® See Implications and Benefits Study, at Section 5.0 — Implications to the Financial Industry.
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FinCEN’s Information Technology (IT) Modernization Program security and privacy

capabilities to CBETF data:

Standard Reporting Model: Each individual financial industry entity
implements its own reporting system and reports CBETF information to
FinCEN.

Hybrid Reporting Model: SWIFT reports CBETF information to FinCEN
at the direction of its financial institution members. Large Money
Services Businesses (MSBs) will report to FINCEN on their own behalf
and small/medium MSBs will use FinCEN-provided e-Filing data entry

capabilities rather than implementing their own solutions.*’

In both of the potential operating models, the study team sought to reduce the

effort of financial institutions and increase investigative efficiency of law enforcement

by:

Reducing the number and scope of investigative subpoenas and requests
for clarifying information sent from law enforcement agencies to financial
institutions.

Reducing financial institution and law enforcement agency human
resources required to execute business processes.

Increasing the use of technology to automate and standardize the transfer
of data between financial institutions, FInCEN, and law enforcement

agencies.

*" See Implications and Benefits Study, at Section 1.0 — Executive Summary.
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o Employing consistent security and privacy controls between the financial
institutions, FINCEN, and law enforcement agencies.

. Reducing the number of overlapping requests and increasing the use of
data obtained from financial institutions.

Based on the results of their ROM cost analysis, the study team developed the

following conclusions:

. The Hybrid Reporting Model significantly reduces the cost of a potential
reporting requirement for depository institutions because the depository
institutions would only incur annual reporting charges from SWIFT.

. The Hybrid Reporting Model significantly reduces the cost of a potential
reporting requirement to MSBs, in aggregate, because the one-time and
recurring annual costs of small/medium size MSBs using FINCEN’s e-
Filing data entry capabilities would be significantly less than the one-time
and recurring annual costs of implementing/operating individual solutions.
The costs to large MSBs would be the same under both models.

o The Hybrid Reporting Model slightly increases the costs of supporting a
potential reporting requirement for FINCEN because of the higher
implementation and maintenance/operation costs for the interface to
SWIFT and the e-Filing CBETF data entry capabilities for small/medium
size MSBs.

. Under both the Standard and Hybrid Reporting Models the cost to law

enforcement agencies is the same.*®

*® See Implications and Benefits Study, at Section 1.0 — Executive Summary.
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Additionally, FInCEN estimates that fewer than 300 banks and fewer than 800
money transmitters will qualify as reporting financial institutions under the proposal to
report individual CBETFs. For a full discussion of the anticipated financial implications
associated with this proposal, see sections V through VII below.

V. Proposed CBETF Reporting Requirements

Based on extensive fieldwork and analysis of information and data provided by
the Feasibility Report and the Implications and Benefits Study, FInCEN determined that:

. The basic information already obtained and maintained by U.S. financial
institutions pursuant to the Funds Transfer Rule is sufficient to support the
Secretary’s efforts against money laundering and terrorist financing. Any
thresholds should apply only to discrete transactions and not to the
aggregated total value of multiple transactions conducted very closely to
one another in time.*

. Any reporting requirement should apply only to those U.S. institutions that
exchange payment instructions directly with foreign institutions. FInCEN
determined that a focused approach on those institutions that act as
intermediaries as well as originating banks and beneficiary banks would
restrict the reporting requirement to those institutions with the systems
able to process these reports and limit the implementation costs on the
industry as a whole.

o Any reporting requirement should permit institutions to report either

through a format prescribed by FInCEN, through the submission of certain

* As discussed below, through understanding the processing of transactions by potential third-party
reporters, FINCEN removed the reporting threshold for banks and adjusted the reporting threshold for
money transmitters to $1,000.
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pre-existing payment messages that contain the required data, or through
an interactive online form for institutions that submit a low volume of
such reports. The filing system should accommodate automated daily
filing, periodic filing via manual upload, and discrete single report filing
on an as-needed basis.*

. The implementation of the reporting requirement described in section
6302 would be a staged process, requiring FINCEN to review and update
the requirements as necessary.

. The information that FinCEN is seeking to be reported is reasonably
necessary to support the Secretary’s efforts to combat money laundering
and terrorist financing. Specifically, the inability to conduct proactive
analysis on the information currently recorded by banks hinders law
enforcement’s ability to identify significant relationships to active targets.

A General Scope of Proposed Cross-Border Electronic Transmittal of Funds
Report

Based on the result of these efforts, and paying close attention to the above
referenced concerns, FINCEN has developed the proposed rule as the initial
implementation of the IRTPA. From information gathered during this stage, FInNCEN
will determine the need for future reporting requirements, and will formulate an
improved development plan that incorporates future milestones and permits pilot testing
of different aspects of the evolving reporting system. This incremental development
approach will enable FInCEN to build the system in manageable stages and to test the

system’s functionality at each stage before moving on to the next.

% See Feasibility Report, at Section 1.0 — Executive Summary.
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For the CBETF First Stage, FINCEN proposes:

o To limit the scope of the subject transactions to those defined as
“transmittals of funds” under the current regulation (31 CFR § 103.11(jj)).

. To further reduce the scope of the reporting requirement to those
transactions involving (a) depository institutions that exchange transmittal
orders through non-proprietary messaging systems, and (b) all money
transmitters; and where the U.S. institution sends or receives a transmittal
order directing the transfer of funds to or from an account domiciled
outside the United States, FINCEN is proposing only to require reporting
by those two types of financial institutions, because they carry out the
great majority of CBETFs. FinCEN is proposing to require banks and
money transmitters to report these transfers on a first in/last out basis.
Hence, an institution will be required to report transfers to FINCEN only if
it is the last U.S. institution to process a transaction prior to the transaction
crossing the border or if it is the first U.S. institution to process the
transaction received from a foreign financial institution.

o Finally, to adopt the Hybrid Reporting Model, which would provide for (i)
some third-party “centralized repository” (such as SWIFT)>! to report
CBFT information to FInCEN at the direction of its financial institution
members; (ii) large MSBs to report to FiInCEN on their own behalf; and
(iii) small/medium MSBs to employ FinCEN-provided e-Filing data entry

capabilities, rather than implementing their own solutions. 2

*! See Implications and Benefits Study, at Section 5.0 — Implications to the Financial Industry.
*2 See Implications and Benefits Study, at Section 1.0 — Executive Summary.
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In proposing a reporting requirement, FINCEN is striving to create the most
efficient reporting regime that still achieves the overarching goal of providing the
information that is necessary to law enforcement. In addition, FinCEN is trying to avoid
requiring large changes to the business systems of the funds transmittal industry in order
to implement this reporting regime. As such, FINCEN is proposing that banks report on
all CBETFs and that money transmitters report on all CBETFs at or above $1,000.
During FiInCEN’s studies of the proposed reporting entities, FINCEN determined that
banks, by and large, keep records for funds transfers regardless of dollar value. FInCEN
was aware that, with respect to recordkeeping, many banks would prefer to not have to
segregate transactions at certain thresholds due to increased costs.>® Hence, if required to
report on funds transfers, many institutions will find reporting on all transactions less
costly than reporting only those transactions that exceed a certain dollar threshold. The
segregation or sorting of funds transfers by value, including for transfers denominated in
non-U.S. dollar currencies, could require significant changes to the information
technology systems of some banks and third-party carriers, at considerable additional
costs.

Additionally, transmittal orders carried by third parties are generally encrypted to
protect the information therein. FINCEN was advised by industry members and financial
regulators that some third-party carriers might be unable to identify the amounts of the
encrypted transmittal orders sent through their system without the active intervention of

both the sending and receiving financial institution, thereby increasing the cost of the

%3 See Ltr. from Krista J. Shonk, Reg. Counsel, America’s Community Bankers, to FinCEN, Re: Threshold
for the Requirement to Collect, Retain, and Transmit Information on Funds Transfers and Transmittals of
Funds 3 (Aug. 21, 2006).
http://www.fincen.gov/statutes_regs/frn/comment_letters/71fr35564 35567 _rin1506_aa86/americas_comm
unity_bank.pdf [ hereinafter America’s Community Banker’s Ltr.].

32



third-party reporting option. Having no transaction threshold would allow third parties to
report without adjusting encryption methods to provide them with access to transmittal
amounts. Beyond operational difficulties, requiring only those transactions that are
above a certain threshold would open financial institutions up to liability under the Right
to Financial Privacy Act. If an institution or its designated third-party sent a transaction
that was under the threshold, such filing would not be protected from the exclusion in the
Right to Financial Privacy Act regarding information required to be reported by the
federal government, subjecting the institution to liability. By requiring the reporting of
all transactions, FinCEN is protecting institutions from this potential liability.>

For money transmitters the threshold issue must be treated differently because
money transmitters have different business models than banks. Money transmitters do
not typically establish long-term account relationships with their customers and therefore
they do not have a business need to keep detailed records of all transactions, especially
small electronic transfers. Money transmitters do, however, currently keep records of
transfers to comply with the various recordkeeping requirements of FinCEN and other
applicable authorities in the jurisdictions where they operate. Money transmitters that
operate in more than one jurisdiction must comply with the recordkeeping requirements
of all such jurisdictions. Because of this, many money transmitters have adopted global
recordkeeping requirements and keep records at the lowest regulatory threshold required

regardless of jurisdiction, thus assuring them of compliance in all applicable jurisdictions.

* See 12 U.S.C. § 1829b(b)(3)(C) (2009) (Any information reported to Treasury or the Board in
accordance with section 1829b(b)(3)(C) falls within an exception to the Right to Financial Privacy Act, 12
U.S.C. § 3401et seq (2009)). See 12 U.S.C. § 3413(d) (excepting disclosures pursuant to Federal law or
rule). Moreover, the Right to Financial Privacy Act does not apply to money transmitters. See 12 U.S.C. §
3401(1) (2009) (defining a "financial institution" for purposes of the Act's coverage to include banks and
other depository institutions).
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Because many jurisdictions have adopted the $1,000 threshold suggested in SRVII, a
large portion of the money transmitter industry, by volume of transactions, is already
keeping records at the $1,000 level but is not keeping detailed records of transactions
falling below that amount.

B. What to Include in the Cross-Border Electronic Transmittal of Funds
Report

As a by-product of globally accepted standards, there already is a large degree of
standardization in the formats of transmittal orders currently being used by banks. This
standardization has been driven by global commercial incentives to allow straight-
through processing for funds transfers, i.e., electronic processing without the need for re-
keying or manual intervention. FinCEN intends to take advantage of this standardization,
to the greatest degree possible, and to accept direct filings of copies of these transmittal
orders in the form they are already being processed by institutions.

The Implications and Benefits Study found that there is significant benefit in
providing flexibility to the financial industry in how they would be able to comply with
any proposed reporting requirement. For example, a large volume of the transmittal
orders exchanged between foreign and U.S. banks as part of incoming or outgoing
transmittals of funds are sent through a third party, that provides a secure, standardized
electronic format for financial messaging between financial institutions, such as SWIFT.
For this proposed rule, FInCEN is focusing on messaging systems, rather than financial
settlement systems; therefore, the instructions exchanged between financial institutions
through these third parties must be settled between the parties by other means (for
example, using