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I. INTRODUCTION

Under the authority ofthe Bank Secrecy Act and regulations issued pursuant to that Act/ the
Financial Crimes Enforcement Network has determined that grounds exist to assess a civil money
penalty against The Foster Bank ("Foster" or "the Bank"). To resolve this matter, and only for that
purpose, Foster entered into a CONSENT TO THE ASSESSMENT OF CIVIL MONEY PENALTY
("CONSENT") without admitting or denying the findings and determinations by the Financial Crimes
Enforcement Network, as described in Sections III and IV below, except as to jurisdiction in Section
II below, which is admitted.

The CONSENT is incorporated into this ASSESSMENT OF CIVIL MONEY PENALTY
("ASSESSMENT") by this reference.

II. JURISDICTION

Foster Bank is an insured, state-chartered non-member bank located in Chicago, Illinois. As
of December 31,2005, Foster had total assets of approximately $428 million and earnings of
approximately $8.6 million. The Federal Deposit Insurance Corporation is Foster's Federal
functional regulator and examines Foster for compliance with the Bank Secrecy Act and its
implementing regulations (collectively, the "Bank Secrecy Act" or the "Act") and with similar rules
under Title 12 of the United States Code. The State of Illinois Office of Banks and Real Estate
examines Foster for compliance with requirements under banking laws of the State of Illinois
comparable to those of the Bank Secrecy Act.

At all relevant times, Foster was a "financial institution" and a "bank" within the meaning of
the Bank Secrecy Act.2

131 U.S.C. § 5311 et seq. and 31 C.F.R. Part 103.
231 V.S.C. § 5312(a)(2) and 31 C.F.R. § 103.11(n).



III. DETERMINAnONS

A. Summary

Foster failed to implement an adequate Bank Secrecy Act compliance program, including an
anti-money laundering program with internal controls, independent testing and other measures to
detect and report potential money laundering, terrorist financing and other suspicious activity. This
failure led, in turn, to the Bank's failure to timely file suspicious activity reports, including at least
one report concerning a money transmitter business responsible for wiring millions of dollars from
primarily cash deposits to beneficiaries in Pakistan, India, and the United Arab Emirates.3 The Bank
also improperly exempted two money services business customers from the currency transaction
reporting requirements of the Bank Secrecy Act.4 As a result of these improper exemptions, the Bank
filed at least 674 delinquent currency transaction reports for transactions conducted by the two
customers. Finally, the Bank failed to adhere to the prohibition against structuring currency
transactions to evade the reporting or recordkeeping requirements of the Bank Secrecy Act.5 The
details of the Bank's deficiencies in these areas are explained in Sections B, C, D, and E below.

The failures of Foster to comply with the Bank Secrecy Act were significant. The Federal
Deposit Insurance Corporation and the State of Illinois Office of Banks and Real Estate imposed a
Cease and Desist Order on Foster on March 14,2003, to address Foster's Bank Secrecy Act
deficiencies. The Order was terminated on January 7, 2005.

The Financial Crimes Enforcement Network deferred consideration of the matter until it
could determine that no prejudice to other government proceedings would result from the initiation of
a civil penalty action. The Financial Crimes Enforcement Network has determined that it is now
appropriate to proceed based on the following findings.

B. Violations of the Requirement to Implement an Adequate Anti-Monev Laundering
Program

The Financial Crimes Enforcement Network has determined that Foster Bank violated the Bank
Secrecy Act requirement to establish and implement an adequate anti-money laundering program. Since
April 24, 2002, the Act has required banks to establish an anti-money laundering program.6 A bank's anti-
money laundering program is deemed adequate under the Act if the program complies with the regulations
of the bank's Federal functional regulator governing such program. The Federal Deposit Insurance
Corporation, Foster's Federal functional regulator, requires each bank under its supervision to establish
and maintain an anti-money laundering program that, at a minimum: (a) provides for a system of internal
controls to assure ongoing compliance; (b) provides for independent testing for compliance conducted by
bank personnel or by an outside party; (c) designates an individual or individuals responsible for
coordinating and monitoring day-to-day compliance; and (d) provides training for appropriate personnel.7

3The 2006 International Narcotics Control Strategy Report (INCSR) issued by the U.S. Department of State
listed Pakistan, India, and the United Arab Emirates as "Jurisdictions of Primary Concern." The "Jurisdictions
of Primary Concern" are those jurisdictions that are identified pursuant to the INCSR reporting requirements as
"major money laundering countries." Each country has been categorized as a "Jurisdiction of Primary
Concern" since at least 2001.
431 C.F.R. § 103.22.
531 C.F.R. § 103.63.
631 US.C. § 5318(h)(l) and 31 C.F.R. § 103.120.
7 12C.F.R.§ 326.8(c).
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In August 2002, the Federal Deposit Insurance Corporation and the State of Illinois Office of
Banks and Real Estate commenced ajoint Bank Secrecy Act examination of Foster. During the 2002
examination, federal and state regulators determined that Foster's anti-money laundering program was
deficient and that the Bank did not adequately identify, monitor and control the risk of money laundering.
The 2002 examination indicated that Foster did not have adequate internal systems and controls to manage
the risks associated with a large volume of cash transactions and the sale of large amounts of cashier's
checks. For example, the Bank issued approximately $130 million in cashier's checks from January
through August 2002. Because Foster issued a large amount of cashier's checks, it was particularly
important for the Bank to have adequate procedures and controls in this area. In addition, Foster lacked
adequate independent testing, as well as adequate training for appropriate personnel. Furthermore, the
Bank is located in a region that has been designated as a High Intensity Drug Trafficking Area (HIDTA)
since 1995, as well as a High Risk Money Laundering and Related Financial Crimes Area (HIFCA) since
2001.

1. Internal Controls

The Financial Crimes Enforcement Network has determined, based on available evidence, that

Foster lacked adequate systems and controls to detect and report suspicious activity, including transactions
involving very large amounts of currency that had no apparent business or lawful purpose, and lacked a
reasonable explanation after examining the facts.

At the time of the 2002 examination, the Bank did not have procedures in place to determine
whether customer account activity appeared reasonable. Customer files did not contain sufficient
information to justify the volume, nature and legitimacy of transactions at the Bank. Bank management
failed to engage in adequate due diligence and transaction monitoring to determine the propriety, or
potential impropriety, of the large number of currency and funds transfer transactions conducted at the
Bank. Similarly, Foster failed to maintain sufficient documentation to ascertain whether its customers'
significant funds transfer activities were reasonable for the customers' stated businesses.

Although the Bank utilized a large currency transaction log to identify transactions that appeared
to be structured to evade the Bank Secrecy Act reporting requirements, the transaction log did not allow
Bank management to evaluate customer activity in the aggregate, over a period of multiple days, to
adequately assess whether structuring was actually taking place. When the Federal Deposit Insurance
Corporation presented the Bank with a list of customers who appeared to be structuring cash transactions
to avoid currency transaction reporting, Bank management reviewed the accounts and filed suspicious
activity reports for a majority of the identified transactions.

The Bank's inadequate internal control procedures were also evidenced by the improper
exemption of two money services business customers from the currency transaction reporting requirements
of the Bank Secrecy Act. Neither entity was eligible for exempt status, as each operated solely as a non-
listed money services business. The Bank could not provide adequate documentation or analysis justifying
the exemption of these two entities. Furthermore, the Bank's inadequate internal controls resulted in its
failure to detect the improper exemptions of the two entities for a significant period of time--over eighteen
months for one customer, and over two years for the other customer. As a result, Foster failed to timely
file at least 674 currency transaction reports totaling over $35 million.

2. Independent Testing

The scope ofthe Bank's independent review, as required under the Bank Secrecy Act, was not
adequate. Although Bank management had contracted with two outside firms to perform annual
independent testing and review of Foster's compliance with the Bank Secrecy Act, those reviews failed to
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