UNITED STATES OF AMERICA
DEPARTMENT OF THE TREASURY
FINANCIAL CRIMES ENFORCEMENT NETWORK

IN THE MATTER OF No. 2004-2
AMSOUTH BANK

ASSESSMENT OF CIVIL MONEY PENALTY
L INTRODUCTION

The Secretary of the United States Department of the Treasury has delegated to
the Director of the Financial Crimes Enforcement Network (“FinCEN") the authority to
determine whether a financial institution has violated the Bank Secrecy Act and its
implementing regulations, 31 USC §§5311 et seq. and 31 CFR Part 103 thereunder, and
what, if any, sanction is appropriate.

In order to resolve this matter, and only for that purpose, AmSouth Bank
(“AmSouth”) has entered into a CONSENT TO THE ASSESSMENT OF CIVIL
MONEY PENALTY (“CONSENT") dated October 12, 2004, without admitting or
denying FinCEN’s determinations described in Sections III and IV below, except as to
jurisdiction in Section II below, which is admitted.

The CONSENT is incorporated into this ASSESSMENT OF CIVIL MONEY
PENALTY (“ASSESSMENT"™) by this reference.

IL JURISDICTION

AmSouth 1s a subsidiary of AmSouth Bancorporation, a publicly traded company.
Both entities are based in Birmingham, Alabama. As of December 31, 2003, AmSouth
Bancorporation had assets of approximately $45.6 billion, deposits of $30.4 billion, and
stockholders’ equity of $3.2 billion. AmSouth is a “financial institution™ and a “bank™
within the meaning of 31 USC §5312(a)(2) and 31 CFR §103.11. The Board of
Governors of the Federal Reserve System (the “Federal Reserve”) is AmSouth’s primary
federal supervisory agency and examines AmSouth for Bank Secrecy Act compliance.

I1L FINCEN’S DETERMINATIONS

A Summary of Violations

FinCEN has determined that AmSouth willfully violated the anti-money
laundering program and suspicious activity reporting requirements of the Bank Secrecy



Act and its implementing regulations. AmSouth failed to develop an anti-money
laundering program tailored to the risks of its business and reasonably designed, as
required by law, to prevent the Bank from being used to launder money and finance
terrorist activities and to ensure compliance with the Bank Secrecy Act. AmSouth’s
program lacked adequate board and management oversight, lacked fully implemented
policies and procedures across the Bank to provide for appropriate due diligence and
capture of suspicious activity information, lacked adequate training to ensure compliance,
and had a materially deficient internal audit process that failed to detect these
madequacies. The result was a fragmented program in which areas of the Bank had
information on suspicious activity that was never communicated to those responsible for
Bank Secrecy Act compliance. These systemic deficiencies in AmSouth’s anti-money
laundering program resulted in AmSouth’s failure to timely file suspicious activity
reports in circumstances where the Bank was aware of suspicious activity by its
customers. FinCEN has concluded that these failures warrant a civil penalty, to be
assessed concurrently with the civil penalty by the Federal Reserve. Concurrently with
this CONSENT, the Federal Reserve is entering into a comprehensive Cease and Desist
Order and Order of Assessment of a Civil Money Penalty with AmSouth requiring, in
addition to payment of a civil penalty, corrective action to bring AmSouth into
compliance with its Bank Secrecy Act obligations.

B. Violations of the Anti-Money Laundering Program Requirements

FinCEN has determined that, since April 24, 2002, AmSouth has been in violation
of the anti-money laundering program requirements of the Bank Secrecy Act. Every bank
was required to establish an anti-money laundering program by April 24, 2002, that
guards against money laundering and terrorist financing and ensures compliance with the
Bank Secrecy Act and its implementing regulations. 31 USC §5318(h)(1) and 31 CFR
§103.120. A bank regulated by a federal functional regulator 1s deemed to have satisfied
these requirements if it develops and maintains an anti-money laundering program that
complies with the regulation of its federal functional regulator governing such programs.
31 CFR §103.120. The Federal Reserve requires each bank under its supervision to
establish and maintain a Bank Secrecy Act compliance program that, at a minimum: (a)
provides for a system of internal controls to ensure ongoing compliance; (b) designates an
individual or individuals responsible for coordinating and monitoring day-to-day
compliance; (c) provides training for appropriate personnel; and (d) provides for
independent testing for compliance conducted by bank personnel or an outside party. 12
CFR §208.63.

During its June 2004 examination of the Bank, the Federal Reserve Bank of
Atlanta identified deficiencies in AmSouth’s anti-money laundering program. FinCEN
has determined that AmSouth’s program was materially deficient in three of the four
required elements. Specifically, AmSouth’s anti-money laundering program had deficient
internal controls that lacked sufficient policies and procedures to guide and direct the
activities of its employees, ineffectively used the automated systems in place to monitor
for suspicious activity across the enterprise, and lacked adequate board and management






